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Under the provisions of the Inspector General Act of 1978, Public Law 95-452 a5 amended, we report twice yearly
e the Congress on the activities of the Office of Inspector General. We describe the major problems, abuses, and
deficiencies identified during audits, inspections, and investipations, along with our recommendations for corrective
action,
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should be addressed o Office of Inspector General, U8, Department of Commerce, Room 70990 HCT B,

14ih & Constitution Ave.. NW, Washington, DC 20230. Telephone requestors can call (202) 48200231 or

TR (202 482-5807.

An clectronic version of this report, as well as electronic versions of maost performance andit and inspection reports
issued duning the semiannual perod, can be obtained via the OIC s Internet Home Page at hitpedfananw.oi gdoc, zovireponts.



IG’s Message for the Secretary

JET OF o

&
& %,
g

B

%
Mea , 205

UNITED STATES DEPARTMENT OF COMMERCE
The Inspector General
Washington, D.C. 20230

,)\“(\ * 0&4

K

> &
&r‘TES Of"

April 30, 2000

The Honorable William M. Daley
Secretary of Commerce
Washington, DC 20230

Mr. Secretary:

| am pleased to provide you with the Office of Inspector General’ s semiannual report to the Congressfor
thefirst half of fiscal year 2000. Section 5 of the Inspector General Act requiresthat you transmit this
report, with any commentsyou may wish to add, to the appropriate congressional committeeswithin

30 days of itsreceipt.

During thissemiannual period, we have devoted considerable effort to addressing the varied and complex
issuesfacing Commerce, its programs, and its managers. M ost notably, thishasincluded reviewing and
monitoring the Department’ s effortsto addressthree of the most visible and immediate of itstop 10
management challenges—improving the accuracy and controlling the cost of the 2000 Decennial Census,
achieving an unqualified opinion onits consolidated financial statements, and addressing the'Y 2K com-
puter problem. I am now pleased to report that two of these challenges have been met, and we are
removing them from our top 10list.

Specifically, the Department received itsfirst ever unqualified opinion onits FY 1999 consolidated
financial statements, and Commerce’ scomputer systems handled therollover to the year 2000 without
major problems. Y ou should be proud of these noteworthy achievements. The Department’ ssuccessin
meeting these challengesisdirectly attributabl e to the cooperative efforts of managersand staff from the
Office of the Secretary, Commerce operating units, and the OI G.

Thisreport aso describes the substantial progress made to address other major issues, most notably the
challenges of expanding private sector participationin NOAA’smarine and aeronautical datagathering,
implementing the Advanced Weather | nteractive Processing System, and maximizing competition inthe
Department’ sdiscretionary financial assi stance programs.

Sincerely,
Johnnie E. Frazier

Enclosure
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IG’s Message for the Congress

FOREWORD

Notwithstanding our serious budgetary constraints at atime of increasing demands and expanding
requirements, we have worked judicioudly to achieve the maximum impact from our limited resources and
respond appropriately to thewide range of issues affecting Department of Commerce operations. Inthe
pagesimmediately following thisforeword, we describe the Department’ s successin addressing severa of
what we view asitstop 10 challenges, provide updates on the status of the remaining challenges, and
highlight other issues of concern. In the sections organized by Commerce operating unit, we discuss a broad
spectrum of reviews completed by our office during this semiannual period. For example:

° Inthefirst of aseriesof annual reviewsrequired by the National Defense Authorization Act for
FY 2000, we assessed the adequacy of BXA’seffortsto help prevent theillicit transfer of sensitive
U.S. technology to countries of concern.

° Asthe Census Bureau was making final preparationsfor the 2000 Decennia Census, we compl eted
reviews of selected aspects of the bureau’ s personnel and payroll system, itscontrolsover account-
able property at regional centers, and pay problems experienced by temporary employeesin the
Atlantaregion.

° We continued our comprehensive inspections of Commerce’ s overseas operations, reporting on our
work at U.S. and Foreign Commercial Service postsin France, Hong Kong, and Vietnam.

° Aspart of our congressionally requested examination of Commerce discretionary financial assist-
ance programs, we completed reviewsof 11TA and 3 NOAA programs, bringing the total number
of programsreviewed to 26.

° Wereported on two aspects of the National Institute of Standards and Technology’ s Advanced
Technology Program—itsintramural and focused research efforts—and evaluated its proposal for a
balisticstesting facility.

° Inthefinancial management area, we expanded the work of the independent public accounting
firmsthat conduct the audits of the Department’ sand itsreporting entities' financial statementsto
include security reviews of each financial management system to identify vulnerabilitiesthat could
hamper the production of accuratefinancial data.

Asalways, our primary objectiveisto provide congressiona and departmental decision-makerswith
obj ective analyses and recommendations aimed at ensuring that Commerce programsand activitiesare
operated as efficiently and effectively as possible.
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IG’'s Message for the Congress

MAJOR CHALLENGES
FOR THE DEPARTMENT

In pursuing its programs and missions, the
Department of Commerceisfaced with anumber of
problems, concerns, and difficult issues, including
some that we view as major management chal-
lenges. This section highlights what we consider to
be the top 10 management challengesfacing the
Department.

We haveidentified these issues asthe top 10
challenges because they meet one or more of the
following criteria: importance to the Department’ s
mission or the nation’ swell-being, complexity,
sizableexpenditures, or need for significant manage-
ment improvements. By addressing these challenges,
the Department and the Congress can enhance
program effectiveness, eliminate serious operational
problems, decrease vulnerability to fraud and waste,
and achieve substantial savings. Given thedynamics,
diversity, and complexity of Commerce programs
and activities, wemaintain thistop 10 list on an
ongoing basis, and as challenges are met, we plan to
remove them from the list and replace them with
other challenges.

We are pleased to report that the Department
generally recognizesthese challenges and has made
considerable progressin addressing them. Infact,
two of the Department’ s challenges—obtaining a
clean opinion onitsconsolidated financial statements
and addressing its Y 2K problem—have been met,
and we have removed them from our top 10list as
of March 31, 2000. Substantial progress hasalso
been made on three other challenges—namely,
implementation of the Advanced Weather Interactive
Processing System, NOAA marine and aeronautical
datagathering efforts, and competition in discretion-
ary financial assistance programs. Given the man-
agement attention being paid to theseissues, we are

hopeful that we can remove them from thelist
during our next update at the end of thefiscal year.

In thefollowing sections, we describethe
progress made on these major challenges, highlight
issuesthat arelikely to moveinto thetop 10listin
our next semiannual report, and discuss other
significant issues of concern for the Department.

Obtain an Unqualified Opinion on
All of the Department’s
Consolidated Financial Statements

The Chief Financial Officers Act of 1990, the
Government Performance and Results Act of 1993,
the Government Management Reform Act of 1994,
and the Federal Financial Management |mprovement
Act of 1996 were designed to improvethefinancial
management practices of federal agencies. The
statutesrequire audited annual financial statements
that present an entity’ sfinancial position and results
of operations, aswell as other information needed
by the Congress, agency executives, and the public
to assess management’ s performance.

With the passage of the CFO Act, we recog-
nized that to obtain an unqualified opinion onits
consolidated statements, the Department would need
to make major investments of time, effort, and
resources, and achieve an unprecedented level of
leadership and cooperation from senior Commerce
officials, bureau managers, and the OIG. Wewere
not overly optimistic, given the Department’ strack
record on financial management, its shortage of
qualified financial managers and staff, and the
absence of asingleintegrated financial management
system.

Commerce OIG Semiannual Report
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IG’'s Message for the Congress

Despite these obstacles, we are pleased to
report that the Department received an unqualified
opiniononitsFY 1999
consolidated financial
statements. Thisisthe
first year that the Depart-
ment hasreceived a
“clean” opinionon all of
itsfinancial statements—
an achievement largely
attributableto the leader-

U.s.
ship and commitment that e C
the Secretary has demon- Co
Financial

strated in working with
our officeto addressthis
major challenge. The
Department’ s Chief
Financial Officer and
other senior management
officialsalso deserveto
be commended on the
significant improvements
madein financial manage-
ment during FY 1999.

Toreceive unqualified opinionson their
FY 1999 financia statements, the Department and
all of itsreporting entities overcame significant
obstacles, including the correction of many of the
material weaknessesthat in the past have under-
mined the reliability of somefinancial management
information and precluded unqualified opinions.
(Material weaknesses are seriousflawsinthedesign
or operation of an internal control component that
increasetherisksthat errors, fraud, or noncompli-
ancein material anounts may occur and not be
readily detected.) Thisisevidenced by the substan-
tial decreasein the number of material weaknesses
between 1998 and 1999 at both the departmental
and reporting entity levels—from 6 to 1 for the
Department and from 12 to 7 for itsreporting
entities.

The Department has demonstrated its commit-
ment to the establishment of sound financial sys-

Commerce OIG Semiannual Report
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tems, theimprovement of financial management,
and thereceipt of unqualified opinionson al of its
financial statements. Asa
result, obtaining an
unqualified opiniononits
financial statementsisno
longer considered amajor
challengefor the Depart-
ment. However, the
Department and its
reporting entities must
continue to emphasize
financial management
improvements—including
the necessary resources
and management commit-
ment—to correct the
material weaknessesand
other deficienciesidenti-
fiedinthe FY 1999 audits
and to maintain clean
opinionsin futureyears.

Address Commerce’s Year 2000
Computer Problem

In our September 1998 issue, weidentified the
year 2000 (Y 2K) computer problem asamajor
challenge for the Department. While 76 percent of
the Department’ smission-critical systemswere
reported asbeing Y 2K compliant at that time, our
analysis suggested that the statistic was neither
reliable nor agood indicator of the amount of work
remaining. Given theimportance of thesediverse
systemsto the Department’ s operations and their
major contributionsto the nation’ swell-being, we
were concerned that thismatter receive prompt,
thorough attention. The Department had recently
hired anew Chief Information Officer, who along
with the Secretary, Deputy Secretary, and Chief
Financia Officer, expressed hiscommitment to
ensuring that Y 2K preparation effortsreceived high-
level attention.
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IG’'s Message for the Congress

Working closely with the Chief Information
Officer and the bureaus, wereviewed conversion,
testing, and business continuity planning activities,
identified key issuesthat warranted management’s
attention, and recommended actionsto mitigate the
risk of Y2K failures. We are pleased to report that
Commerce’ scom-
puter systems
handledtherollover
to the year 2000, as
well astheleap year
rollover, without
major problems.
Departmental and
bureau officialsand
their staffsareto be
commended for the
cooperation and
assistance they
provided usduring
our reviewsand,
moreimportantly, for
accomplishing a
smooth transition to
the new century by
successfully address-
ing the Y 2K com-
puter problem.

Increase the Accuracy and
Control the Cost of the
2000 Decennial Census

The decennial censusisan enormous and
complex task—certainly one of the most difficult
that the federal government hasto undertake. The
accuracy of the dataproduced by the decennial is
critical becauseit isthe basisfor apportioning seats
inthe House of Representatives and is used by state
legidaturesfor redistricting purposes. Thedatais
also used to distribute billions of dollars of federal

fundsto state and local governments. The Depart-
ment recognizesthe challenges presented by the
2000 Decennia Censusandisclearly providing
increased oversight of and management support to
the Census Bureau for thisimportant mission.

Giventhe
complexity and impor-
tance of the 2000
decennial, we continue
to make oversight of
decennial planning and
execution one of our
top priorities. We have
issued morethan 20
audit andinspection
reportson various
aspects of the Census
Bureau’' s decennia
preparation effortsand
have made numerous
recommendations
amed at helping to
improve the accuracy
of the decennial and
control itscost. We
have also conducted
auditsand inspections
of bureau activities and operationsthat may indi-
rectly affect the bureau’ s ability to conduct the
decennia efficiently, effectively, and economically.
And, finally, we are actively monitoring the bureau’ s
actionsto address our recommendationsfor correct-
ing identified weaknesses and are continuing to
mount an aggressive effort to audit, inspect, and
investigate issues relevant to the accuracy and cost
of the decennial census.

In reviews completed during this semiannual
period, weidentified and reported on anumber of
concernsthat need to be addressed in preparing for
and conducting the 2000 decennial. Specifically:
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° Our review of the Pre-Appointment
Management System/Automated Decennial
Adminigtrative Management System
(PAMS/ADAMYS), the personnel and payroll
system for the decennial, disclosed that the
bureau did not use awell-managed software
development process. Therefore, the
accuracy, completeness, and performance
of the system could not be assessed through
areview of test results or other independent
testing—activitiesusually associated with a
systematic software devel opment effort.
However, because of extensive operational
use of the system since the dressrehearsal,
the bureau has been ableto correct
problemsand achieve reasonabl e assurance
that the system can support the decennial .
We urged the bureau to make a concerted
effort after the decennial toimprove
software development for all future
programs, decennial and non-decennial alike
(see page 30).

° Our review of accountable property inthree
regional centers disclosed weaknessesin
internal controls. Wefound that the bureau
had not properly recorded hundreds of
itemsinits property books or automated
system, had not conducted the required
annual physical inventoriesof accountable
property, and had not always adequately
controlled transfers of such property. We
are pleased to note that the bureau has
taken prompt action to address our concerns
(seepage 32).

° Our review of the AtlantaRegiona Census
Center’ spayroll operationsrevea ed that the
center had encountered avariety of prob-
lemsin paying itstemporary employees.
Although the problems pertained directly to
payroll problemsexperienced by that region,
we concluded that many of the same
circumstances could also exist in the other

Commerce OIG Semiannual Report
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regions. For example, our review of PAMS/
ADAM S found that the way in which daily
payroll formswere being processed during
the 1998 Dress Rehearsal allowed
employeesto be paid multipletimesfor the
same hoursworked. The bureau took
appropriate actionsto correct the problems
with the Atlantaregional center employees

payroll (see page 33).

The Department continuesto face challenges
related to logistical, technical, and other issues
involved in conducting the 2000 decennia. Asof
March 31, 2000, the bureau had completed the
delivery of censusquestionnairesto 120 million
househol ds and was processing millions of com-
pleted questionnairesat itsfour data capture centers
located acrossthe country. In addition, outreach and
promotion efforts had peaked, the bureau’ stempo-
rary workforcewas approaching maximum levels,
and certain coverage improvement programs, such
asthose aimed at hard-to-count populations, were
nearing completion.

Asmight be expected with any undertaking of
this magnitude and complexity, our officeisreceiv-
ing asignificant number of complaintsrelating to
decennial operationsthrough the OIG Hotlineand
other sources. These complaints cover awiderange
of issues, from routine payroll concernsto charges
of mismanagement or discrimination at local census
offices. We are working with the bureau, congres-
sional offices, and other federal oversight agenciesto
ensurethat these alegations are thoroughly reviewed
and appropriately addressed.

The success of the operationsthat have been
launched will have amajor impact on the results of
the decennial. In addition to eval uating these ongoing
efforts, we will continue our reviews of various
other aspects of the bureau’ s effortsto addressthe
challenge of increasing the accuracy and controlling
the cost of the 2000 decennial . For example, our
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IG’'s Message for the Congress

ongoing and planned work includesreviews of the
bureau’ s effortsto process completed questionnaires
and follow up on nonresponding households, and to
use sampling methods to measure and adjust for the
expected undercount. We will aso assessrecurring
complaints, monitor critical logistical operations, and
examine selected decennial contracts.

Successfully Implement NWS’s
Advanced Weather Interactive
Processing System

The Advanced Weather I nteractive Processing
System (AWIPS) isthe key integrating element of
the National Weather Service’ smodernization
program and the last major system of the modern-
ization to beimplemented. AWIPS providesthe
capability to acquire datafrom advanced observing
systemsand to give forecasterstoolsto rapidly
analyzethe data, integrate it with theinformation
provided by weather service guidance centers, and
preparetimely and accurate warnings and forecasts
for dissemination to the public.

Asaresult of itshistory of escalating costsand
schedule delays, the AWIPS program has been
subject to alegidlatively mandated cost cap of
$550 million. Thelegidation required that AWIPS
be developed within the cost cap with sufficient
capabilitiesto replace NWS saging field office
systems, most importantly the Automation of Field
Operationsand Services (AFOS). At thetime of our
last semiannual report, deployment to all NWS sites
had been completed, but NOAA was continuing to
correct deficienciesthat would have prevented
AWIPSfrom replacing AFOS and from being
commissioned (that is, being used officially asthe
primary system for preparing and distributing NWS
data products). Sincethen, NOAA hascorrected the
deficienciesand reportsthat it has compl eted
AWIPSwithin the cap.

In monitoring NWS sprogressin meeting this
important challenge, we have been tracking AWIPS
commissioning progress. Commissioning began this
January, and as of April 25, 73 systems had been
commissioned. NWS had planned to commission 86
systems by theend of April, but isnow projecting
that only 77 will be completed by that time because
additional timewas needed to perform certain
commissioning activitiesat several sites. According
to NWS, there are no outstanding obstacles or
issuesrelated to commissioning, and it expectsto
complete commissioning of all 139 systems (121
weather forecast offices, 13 river forecast centers,
and 5 national centers) by the end of August.

The commissioning of AWIPS at 73 sitesand
aggressive effortstoimplement it at the remaining
sitesrepresent significant progressin completing the
NWS modernization. Wewill continue our monitor-
ing and assess any issuesthat arise during commis-
sioning and operational use. If commissioning
progresses as planned and no major issues arise, we
expect that NOAA and the Department will have
met the AWIPSimplementation challenge by the
end of the next semiannual reporting periodin

September.

Expand Private Sector
Participation in NOAA’s Marine
and Aeronautical Data Gathering

The Congress, the OIG, the General Account-
ing Office, and others have long been concerned
about how NOAA can most efficiently and effec-
tively obtain itsmarine and aeronautical data. While
the debate continues, thereisageneral recognition
that NOAA should expand the private sector’s
participation in thiseffort.

Commerce OIG Semiannual Report
March 2000



IG’'s Message for the Congress

Marine Data

While NOAA has made progressin expanding
private sector participation in acquiring hydrographic
data, we remain concerned that it hasfocused its
effortson designing, owning, and operating four new
fishery research vessel swithout thoroughly assessing
and aggressively pursuing other alternativesfor
meeting itsfisheriesdatacollection needs. NOAA
plansto acquire these new vesselsin FY's 2000-03.
Aswe have said many times before, we believe that
NOAA should clearly articulateits program needs
for ship servicesto the private sector, academia, and
other government ship operators, with the goal of
identifying modern, more cost-effective platforms
for its data collection needs.

NOAA hasprepared adetailed dataacquisition
planfor itsfisheriesmission, which outlinesits
approach for acquiring thefour fishery research
vessals. Funding for onevessel has been approved
by the Congress; however, NOAA'’s plan does not
addressthe possibility that the bureau will not
receivefollow-on funding for theremaining vessels
in FY's2001-03. Nor doesit indicate how the data
needed by the variousfisheries programswould be
collected if the additional vesselsare not acquired.
The absence of such acontingency plan may put
NOAA'’sfisheriesprogramsat risk. NOAA'’schal-
lengeisto thoroughly assessviable alternative
approachesto acquiring marine datainstead of
relying so heavily onitsin-housefleet.

Aeronautical Data

Sinceitsestablishmentin 1983, NOAA’s
Aircraft Operations Center, now located at MacDill
Air Force Base near Tampa, has been responsible
for gathering atmospheric, oceanographic, and other
datafor such programsas hurricane and major
storm research, nautical and aeronautical charting,
climate and global change, and snow and aerial
surveys. The center operates afleet of 14 aircraft,

Commerce OIG Semiannual Report
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composed of 2 heavy craft, 1 mid-sizejet, 8 light
fixed-wing aircraft, and 3 helicopters.

In December 1996, the President’ s Council on
Integrity and Efficiency reviewed the management
of thefederal civilian aircraft fleet, including
NOAA'’s, and found that it coststhe governmentin
excessof $1 billion annually to operateitsaircraft
programs. Additional studies commissioned by the
General Services Administration reported that costs
could be reduced by up to $92 million annually if
agencies consolidated their aircraft operationsand
entered into sharing arrangements.

We conducted an audit of NOAA’slight
aircraft fleet to determine whether outsourcing is
more cost-effective than in-house operation in
meeting the bureau’ saircraft requirements (see
September 1998 issue, page 44). Our audit con-
cluded that the full in-house cost of operating
NOAA'slight fixed-wing aircraft and helicopters
averaged 42 percent more than the cost of operating
similar aircraft in the private sector. We recom-
mended that NOAA privatizeitslight aircraft
operations.

NOAA did not agree with our position and
believesthat the cost datait has collected indicates
that itslight aircraft are cost competitive and that no
savingswould be achieved by using other sourcesto
meet itsdata collection needs. NOAA recently hired
aconsultant to review itslight aircraft costsand the
cost of contracting with the private sector for aircraft
services. The consultant’ sanalysis supports many of
our conclusions and recommendations, such as our
recommendation that NOAA seek alternativesto
some of its current operating practices. These
alternativesinclude greater use of private-sector
contractorsto providelight aircraft servicesand the
potential disposal of its costly and underutilized
aircraft. We believe that the results of the study will
assist NOAA and the OI G in resolving the outstand-
ing recommendations and meeting this challenge.
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Maximize Competition in the
Department’s Financial
Assistance Programs

In previousissues, we have reported on the
progress of our comprehensivereview of the
criteria, procedures, and practices used to make
funding decisionsunder the Department’ sdiscretion-
ary financial assistance programs. Discretionary
programsinvolveasignificant portion of the
Department’ s budget and operations. Seven Com-
merce operating unitsadminister 72 financial
assistance programsthat provide atotal of about
$1 billion ayear to state and local governments,
educationd institutions, other organizations, and
individuas.

Our review focused on the FY 1997 awards
processes of 33 programswe classified as“full
discretion” programs. For the purpose of our review,
wedefined full discretion programs asthose whose
authorizing legidation places no significant limita-
tions on the Department’ s ability to independently
determine the recipients or funding levels of the
awards made under the programs. These programs
accounted for morethan 1,700 awards and
$801 millionin FY 1997 funding. We have com-
pleted auditsof al 33 programs, issued final reports
on 26, and arein the process of preparing areport
that will summarizetheresultsof theindividual
audits; identify crosscutting issues; highlight “ best
practices’; identify weaknessesin departmental

policies, procedures, and practices; and offer
recommendationsfor improvement.

Our Department-wide review found that most
Commercediscretionary financial assistance pro-
grams are competitively administered and employ
decision processesthat aredesigned toresultin
merit-based awards. Competitionisgeneraly
recognized as the most effective method of ensuring
that financial assistance awards are made on the
basisof merit. The Federal Grant and Cooperative
Agreement Act encouragesthe use of competition to
the maximum extent practicablein order tofairly
and objectively identify and fund the best possible
projects proposed by applicants, and thereby more
effectively achieve program objectives.

Asshowninthefollowing table, among the
33 full discretion programswe examined, 21—or
nearly two-thirds—were administered competitively
using appropriate merit-based evaluation criteriaand
award procedures. The nearly 1,500 awards made
by those 21 programs accounted for about 86 per-
cent of thetotal discretionary awards made by the
Department in FY 1997, and about 92 percent of
thetotal fundsobligated. The other 12 programs,
representing only 236 awardsand $63 millionin
obligations, did not use competitive procedures.
Instead, they disbursed program fundsthrough one
or more noncompetitive awards, which were often
inappropriately or inadequately justified as* sole
source awards.”

Commerce Discretionary Financial Assistance Programs Reviewed

Number of
Awards

Number of
Programs
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OIG Assessment Obligations

$738 million

Competitive 21

1,477

Not competitive 12 236 63 million

Total 33 1,713 $801 million
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Although our findings were generally positive,
wedid identify opportunitiesfor improvementin
specific aspects of the various awards processes. For
example, we determined that several of the pro-
grams could enhance theintegrity of or bring more
disciplineto their award processesby:

° Expanding proposal solicitation effortsto
provide greater awareness of available
financial assistance.

o Including outside participants on proposal
review panelsto ensure greater objectivity
inthe process.

o Adequately documenting justificationsfor
deviationsfrom review panel recommenda-
tions.

We are encouraged by the Department’ sand
bureaus' constructive responsesto our findingsand
recommendations, aswell astheirimmediate efforts
to make improvements. The Department iswell on
itsway to maximizing competitioninitsfinancia
programs, and we expect that thismajor challenge
will soon be met.

Successfully Implement a
Department-Wide Financial
Management System

Since FY 1989, the Department’ slack of a
single, integrated financial system has been reported
asamaterial internal control weaknessinthe
Secretary’ sannual reportsto the President under the
Federal Managers Financia Integrity Act. The
weaknessis stated in the reports asfollows:

“Many of the Department’ sfinancial
systems are seriously outdated and
fragmented; they are unableto provide
timely, completeand reliablefinancia

Commerce OIG Semiannual Report
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information; they areinadequately con-
trolled; and they are costly and difficult to
maintain. Thefinancial systems, takenasa
whole, are not compliant with GAO princi-
plesand standards, nor with requirements of
the CFO Act, the Joint Financia Manage-
ment Improvement Program (JFMIP), or
OMB.”

To correct thisweakness, Commerce began
planning for the acquisition and devel opment of a
Department-wide financia systemin 1992 and
awarded acontract for system development in 1994.
However, notwithstanding large investments of time,
money, and effort, implementation of the system,
known asthe Commerce Administrative Manage-
ment System (CAMYS), proved more difficult than
anticipated. Thedifficultiesoccurred, in part,
because established milestones were not met and
departmental requirementswere not satisfied. These
factors caused the Department to delay and revise
itsimplementation strategy several times.

InFY 1997, toimprovethereliability of the
system development effort, the Department added
contractor support outside of theoriginal prime
contractor. Assisted by a private consulting firm, the
Department also conducted areview of CAMSto
address concerns about costsincurred and schedule
delays. In FY 1998, based on the results of the
review, the Department redefined the composition
and functionality of CAM Sand drastically revised
the CAMSimplementation strategy. The Depart-
ment al so reorgani zed its systems devel opment
project management structure.

Therevised strategy called for pilot implemen-
tation and testing of the redefined CAMS (core
CAMY) at the Census Bureau before implementing
the system at other bureaus. The pilot implementa-
tion of core CAMS at Censuswas completed in
June 1998. An independent verification and valida-
tion of the system, asimplemented at Census,
concluded that it met departmental requirementsand
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was as good as or better than other core financial
management systems that have been implemented at
other largefederal agencies.

The Department’ s current strategy isto replace
non-compliant systemswith onesthat are compliant,
and develop a Department-wide financial database
that will integrate financial datafrom all reporting
entitiesand produce the consolidated financial
statements, as required by OMB. During FY 1999,
the Department began devel oping the database,
commonly referred to asthe Corporate Database.
The Department’ s Office of Financial Management
has compl eted the devel opment of functional
requirements, basic programming, and draft user
instructionsfor the Corporate Database, and expects
to begin pilot testing during FY 2000. The database,
when successfully implemented by the Department,
will comply with OMB’ srequirements.

Aswe have frequently pointed out, serious
difficulties were encountered with the implementa-
tion of CAMS. However, for avariety of reasons,
webelievethat FY 1999 marked aturning point for
the Department in itseffortsto improveitsfinancial
management systems and resolve thismajor man-
agement challenge. Most notably:

° The Bureau of the Census continued full
production of core CAMS; deployed access
to regional and decennial censussites;
implemented additional modulesfor travel,
budget, and inventory functions; and
deployed adatawarehouse, making access
tofinancial information easier and more
timely for program managers.

° After determining that the Department of
the Interior’ sNational Business Center
could not providefinancial servicesat a
lower cost and risk than could be achieved
through theimplementation of CAMS,
NOAA continued withitsCAMS
implementation efforts. However, because

NOAA did not receiveall of thefunding it
requested for CAM Simplementation for
FY 2000, it hasrevised itstarget date for
full implementation until FY 2003.

° ITA entered into across-servicing
agreement with Interior’ s National Business
Center for full-scope accounting services.
Thischangeover started in July 1999 and
was completed in August. The center’s
accounting system is compliant with OMB
and JFMIP requirements. ITA’ sprior
accounting system was not compliant with
these requirements and contributed to the
bureau’ sinability to produce auditable
financial statementsin 1998.

° EDA began using CAMSastheofficial
accounting system for itsfinancial assistance
programs on October 1, 1999.

o NIST intendsto determineitsrequirements
andfinalizeaplan for implementing CAMS
at oneof itscurrent Financial Accounting
and Reporting System clients, the Office of
the Secretary. An accelerated scheduleis
planned under which that officewould be
operational on CAM S starting on October 1,
2000. After successful operation of CAMS
there during thefirst half of FY 2001, NIST
planstoimplement CAMS at itsremaining
client sitesduring the remainder of thefiscal
year, so that al clientswould be operational
on CAMS by October 1, 2001. NIST will
defer completion of itsdetailed plan for
implementing CAMSat NIST until thefirst
half of FY 2001, but till plansto complete
CAM S implementation by the end of
FY 2003.

Despite these noteworthy accomplishments,
future improvements require both significant re-
sources and the continued attention of senior
management. By FY 2004, the Department plansto
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haveall 14 of itsreporting entities operating under
compliant financial management systemsintegrated
with the Corporate Database.

Given thelarge amounts of time and money
that have already been invested in CAM Simplemen-
tation, the critical need for areliablefinancial
management system, and the remaining obstaclesto
be overcome in implementing the system, weare
continuing to monitor and review sel ected aspects of
the Department’ s progressin implementing core
CAMSinitsreporting entities. For example, OIG
representatives attend NOAA’ smonthly status
meetings on CAM Simplementation and participate
in the Department’ s meetingsto discuss progressin
developing the Corporate Database. L ater thisfiscal
year, weaso plantoinitiateareview of CAMS's
software configuration management and change
controls at the CAM S Support Center.

Until the Department isin compliance with the
federal requirement for asingle, integrated financial
system, wewill view the Department’ seffortsto
devel op such asystem asamajor challenge warrant-
ing the close attention of senior officialsand contin-
ued oversight by our office.

Evaluate NTIS’s Mission
and Financial Viability

In recent years, questions have arisen about
NTIS sfuture. In our last issue (see September
1999 issue, page 7), we discussed our concern that
disappointing operating results continued to call into
guestion NTIS sahility to be self-sustaining. In
FY 1999, total revenue dropped by $3.4 million to
$33.3million, and only by taking aggressive cost-
cutting actions, such astransferring some of its staff
to other Commerce agencies, wasNTISableto
avert aloss and report a surplus of $652,000 at the
end of theyear. While such drastic cost-cutting
measures may resolve NT1S' s problemsin the short-
run, they cannot help NTIS solveitsmajor prob-
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lem—asteady declinein the sales of its products
and services caused by fundamental changesin the
marketplace.

To addressNTIS s problems, the Department
formed aworking group made up of senior manag-
ersfrom the Department and the Technology
Administration. Based on the group’ sefforts, the
Department developed alegidative proposal that
would providefor closing NTIS by theend of
FY 2000 and transferring its collection of scientific,
technical, business, and engineering publicationsto
theLibrary of Congressto ensure permanent public
access to such documents.

TheU.S. National Commission on Libraries
and Information Scienceisal so studying theissue of
NTIS sfuture, and hasissued a position paper and
held three public hearings on the matter. The
Commission’ santicipated recommendationsinclude
keeping NT1Sin Commerce for another year so that
the Department’ s plans and other alternatives can be
further studied, providing $5 millionin appropria
tionsto pay for NTI1S sarchiving functions, and
appropriating an additional undetermined amount so
that NTIS can begin aprogram for supplying the
depository librarieswith federal publications. The
continuing challengefor the Department isto work
closely with the Congress and other stakeholdersto
reach agreement on the future of NTIS.

Continue to Improve the
Department’s Strategic Planning
and Performance Measurement
in Accordance with GPRA

Despitetheinherent difficultiesin determining
how to best plan and measureits performancein
accordance with the Government Performance and
Results Act of 1993 (GPRA), the Department has
continued to make progress in meeting this chal-
lenge. More specifically, the Department submitted
to OMB and the Congressits second Annual
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Performance Plan, for FY 2000, in February 1999
and itsthird plan, for FY 2001, in February 2000.
Also, the Department submitted itsinitial Account-
ability Report, which reports both financial and
performance results, for FY 1999, on March 1,
2000. The submission of the Department’ sfirst
Annual Program Performance Report for FY 1999,
in March 2000, brought to aclosethefirst full cycle
of GPRA activity that began in 1996.

Whilethe Congress, GAO, and the OI1G all
agreed that the Department’ sFY 2000 Annual
Performance Plan was significantly better than its
FY 1999 plan, it was also recognized that there was
room for additional improvement. Of particular
concern isthe need for the Department to ensure
that the datato be used in measuring performanceis
accurate, complete, andreliable. In preparing its
FY 2001 Annual Performance Plan, the Department
made concerted effortsto address concerns ex-
pressed about its earlier plans. Continued manage-
ment attention is essential, however, not only to
satisfy GPRA requirements, but to measure and
report on performance.

Wehaveregularly provided adviceand
assistance to the Department on theimplementation
of GPRA, aswell as on the linkage between the
act’ srequired performance reporting and the
financial reporting contained in the annual financial
statements. We have made presentationsto the
Department on theimportance of ensuring that the
information related to performance results can be
relied upon, and have provided informa comments
on various GPRA -related documents. We have
continued to work with the Department’ s officesfor
strategic planning and financial reporting on financia
and performance reporting issues. These efforts
haveyielded positive results, two of which are
evident in the Department’ s FY 1999 Accountability
Report: astatement of net cost that accurately
reflectsthe Department’ s activities, and amanage-
ment discussion and analysisthat reportsits most
significant performance results.

@

Another substantial challenge for the Depart-
ment will beto ensurethat its second strategic plan,
which isdueto the Congress by September 30,
2000, provides appropriate focus and direction for
itsfuture actions. The Department’ sinitial strategic
plan, covering FY 1997-2002, drew criticism from
both the Congressand GAO.

Wewill continueto monitor the Department’s
effortstoimplement GPRA, provide advisory
comments on GPRA-related documents, and, where
resources permit, perform targeted reviews. For
example, weare currently performing an audit to
identify the best practicesfor verifying and validat-
ing performance measures at business centers
operated by EDA, ITA, MBDA, and NIST. Severa
other audits, while not necessarily directed at GPRA
implementation, haveidentified issuesrelated to the
identification of performance measuresand the
reporting of performance information.

Manage PTO’s Space
Requirements and Lease Costs

The Patent and Trademark Office's space
consolidation project isexpected to be one of the
largest real estate venturesthat the federal govern-
ment will undertakein the next decade. On March
29, 2000, PTO officially became a performance-
based organization (PBO). AsaPBO, PTO will
assume almost sole responsibility for its day-to-day
management and operations. PTO’ s space consoli-
dation project will be one of many major challenges
that the agency’ s managerswill havetotackleasit
completesthetransition to aPBO and revampsits
business processesfor greater efficiency and
effectiveness (seepage 17).

On behalf of PTO, the General Services
Administration (GSA) hasissued asolicitation to
award acontract to aprivate devel oper to construct
anew facility or renovate an existing one and lease it
to PTO for at least 20 years with two 5-year options
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and the option to buy. The solicitation callsfor the
construction of the building shell, to include basic
electrical and mechanical systems, with theinterior
tobe“built out” later. The project has been delayed
for morethan ayear by challengesraised intwo
separatefederal court actions. GSA and PTO hope
to award the contract by early June 2000, with
occupancy of the computer facility to beginin 2003,
and full occupancy of the building expected in 2004.

Given the size and importance of the planned
PTO consolidation project, we conducted areview
of the project in 1998 to determine whether it was
justified and whether PTO was effectively managing
itscritical acquisition phase (see March 1998 issue,
page 54). Our review concluded that the project was
justified and should continue. Wefurther concluded
that PTO was managing many aspects of the |ease/
development procurement well, although we also
made anumber of recommendationsto improve
PTO’ smanagement and planning for thismajor
procurement.
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Since completion of our 1998 review, we have
continued to monitor the status of the PTO project.
Weare pleased that all of the outstanding issues
related to the implementation of our report recom-
mendations have been successfully resolved,
including placement of alegidlative cap on the costs
of the above standard build-out. PTO’schallengeis
to continue to work with the numerousinterested
parties to obtain space that best meetsits needs at
the best possiblevalue. Thiswill involve aggres-
sively holding thelineon al project costs, including
remaining within the legid atively mandated cap on
build-out costs. For our part, wewill conduct
follow-up reviewsin order to stay abreast of the cost
control measures PTO plansto put in placefor all
project-related costs, including building structure,
interior build-out, and new furniture.
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OTHER ISSUES OF CONCERN

Inthefollowing sections, we discuss other serious challengeswarranting management attention and
OIG oversight. Thefirst threeissues, related to information security, acquisition reform, and export controls,
areleading candidatesto join thetop 10 list in our next semiannual report.

Strengthen Department-wide Information Security

Protecting the Department’ s computer systemsfrom cyber-attack isasignificant challengetoday and
will continueto be so in the future. The number of cyber-attacks on our nation’ s computer systems has
grown dramatically over the last few years and is projected to grow at an even faster rate in the future. In
addition, the sophistication of such attacks continuesto increase, posing asevere threat to computer system
security. Industry and government research has shown that cyber-attacks are carried out not just by
hackers, but by foreign governments, and organized criminal and terrorist groupswith harmful intent.

Anincreasing number of interconnected, widely distributed computer systems support vital Commerce
operationsand provide essential servicesto the public. Asthe Department’ s systems have become more
widely distributed and interconnected, security vulnerabilities have also increased, creating aneed toim-
prove procedural and technical security measures. Strong computer security measuresare vital to protect the
secrecy and privacy of information, theintegrity of computer systemsand their networks, and the availabil-
ity of servicesto users.

We are conducting an assessment of the Department’ simplementation of Presidential Decision
Directive 63, which was created in part to address the growing cyber-threat. Thisdirective establishesa
national program to assure the security of cyber-based systems essential to the operations of the U.S.
economy and government. Wearein thefirst phase of a planned two-phase assessment in whichwe are
reviewing the Department’ s critical infrastructure protection plan, the prioritized list of computer systems
identified ascritical to the Department, system security plans, and system security vulnerability assessments.
During the second phase, we will evaluate the Department’ s plans and strategiesfor mitigating system
security vulnerabilities, responding to acoordinated cyber-attack, obtaining additional resourcesif needed to
implement vulnerability mitigation plans, and recruiting, retaining, and educating information security
personnel. We plan to report our findings and recommendations during the next semiannual period.

Also, aspart of the Department’ sFY 1999 financial statements audits, we contracted for and oversaw
security reviews of each of Commerce’ sfinancial management systems and their rel ated networks, using as
aguide GAO'sFederal Information System Controls Audit Manual. The reviews disclosed security weak-
nessesthat, if not corrected, could adversely affect the ability of the Department and its operating unitsto
produce accurate datafor their financial statements. For example, we discovered security plansthat were
outdated or not finalized, security risk assessmentsthat were outdated or nonexistent; inadeguate systems
administration of user accounts; inadequate controlsover the powerful system administrator account; and a
lack of security monitoring to detect unauthorized access. Beginning with the FY 2000 financial statements
audits, we plan to expand the security reviewsto includeintrusion detection analysis.
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Successfully Implement Acquisition Reform Initiatives

Sincethe 1980s, various commissions and review panels have cited the need to streamline and sim-
plify thefedera procurement system. In 1986 the Packard Commission concluded that procurement laws
needed to be recodified to create one simplified procurement statute. In 1993 the National Performance
Review recommended decentralizing government management and i ntroducing competition and market
forcesinto the delivery of government products and servicesto create agovernment “that works better and
costsless.” Toimplement theseimprovements, major acquisition reform legisl ation was enacted.

The Federal Acquisition Streamlining Act of 1994 provided for amajor overhaul of the lawsgoverning
federa acquisition. In 1996 the Federal Acquisition Reform Act and the Clinger-Cohen Act continued these
reformsby substantially altering the way the government acquires and managesinformation technol ogy.
Implementation of these laws necessitated changesin the way government contracting officersdid their
jobs. Thefollowing are examples of these reforms:

° Commercial Items Acquisition. Acquisition reform regulations encourage the purchase of
commercia itemsand greatly simplify their acquisition.

o Past Performance. Under current regulations, acontractor’ s performance under prior contractsis
considered relevant information in eval uating that contractor for new contracts.

o Performance-Based Service Contracting. Thisapproach focuseson theintended resultsof a
service contract and the manner in which thework is performed, and providesfor the devel opment
of performance standards and the use of quality assurance and oversight plans.

o Simplified Acquisition Tools. Acquisition reform |egislation recommendsthe use of innovative
approaches, such asthe expanded use of the purchase card and establishment and use of
government-wide agency contracts (GWACs), and permits agenciesto make purchasesfrom other
agencies contracts, which resultsin time and cost savings.

The Department of Commerce—which annually procures goods and servicesin excess of $1 billion—
has been an active participant inimplementing federal acquisition reform initiatives. For example, Commerce
has devel oped and implemented a streamlined acquisition process known as CONOPS, which has reduced
procurement lead times. The Bureau of the Census has al so used performance-based service contractingin
acquiring services and equipment for the 2000 Decennial Census. Morerecently, the Department awarded
the Commerce Information Technology Solutions contract, the only GWAC for information technology
services set asidefor small, disadvantaged, and women-owned businesses.

However, GAO recently identified some common problemsin federal agencies’ implementation of
GWACs. For example, agencies have sometimes used various devicesto avoid holding vendor competitions,
and have tended to make awardsto large rather than small and disadvantaged businesses. The Office of
Federal Procurement Policy isalso planning to evaluate the effectiveness of federal acquisition reform,
specifically agencies’ use of GWACs, becauseit has concernsthat many agencies are not focusing on results
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when contracting for services. In past reports, we have identified problemswith the administration of the
purchase card program, improper use of task order contracts, and inadequate documentation of market
surveys.

Implementing acquisition reform and its various streamlining initiatives necessitates changing old ways
of acquiring goods and services. The emphasison past performance and performance-based contracting
reguiresamore focused way of monitoring contractor performance through the use of performance measure-
ment tools. It a so requires contracting officesto develop new skills. Given the concerns cited by other
oversight agenciesand our office, we believe that the Department’ simplementation of acquisition reform
initiativeswarrants extrascrutiny. The challenge facing the Department isto achieve the benefits of the
acquisition reform initiativeswhile still maintaining the necessary controls and oversight to ensure that the
government isgetting what it paysfor.

Maintain Effective Export Controls for Dual-Use Commodities

The United States control s the export of certain goods and technol ogiesfor national security and foreign
policy (including nonproliferation) purposes. To strengthen the U.S. government’ sexport licensing and
enforcement process, new legidative authority is needed to replace the expired Export Administration Act of
1979 and implement effective export control policies. The Export Administration Act was passed during the
Cold War primarily to help block the export of critical goods and technol ogiesto the Communist bloc coun-
triesfor national security reasons. In the post-Cold War era, there are new threatsto U.S. national security
and foreign policy goals posed by rogue countries and international terrorist groupswho seek to acquire
weapons of mass destruction and weapons delivery systems.

BXA isworking with the Administration and the Congress on |egislation to renew the act and address
the challenge of balancing the need to protect U.S. national security and foreign policy interestswith the
desireto not unduly hamper U.S. trade opportunities and competitiveness. Reauthorization of theactisalso
needed to strengthen BXA’ sregulatory authority and penalties, which have been weakened under interim
export control regulations, and to demonstrate that the United Statesisfirmly committed to maintaining
strong export controlsasit encourages other countriesto do the same.

Given theimportance of export licensing controlsto national security, we have devoted considerable
attention to the challengesfacing BXA inissuing licenses authorizing the export of certain goods and tech-
nologiesthat have both civilian and military uses. In 1993 we participated in aspecia interagency review of
export licensing processes for munitions and dual-use commodities (see September 1993 issue, page 15). The
1993 report highlighted the need for more transparency in the dual -use export licensing process. | n response
to thisneed, in 1995 the President issued Executive Order 12981, which expanded the authority of the
Defense and State Departments and other involved federal agenciesto review all export license applications.

In October 1998, in responseto arequest from the Senate Governmenta Affairs Committee, the Ol Gs
of the Departments of Commerce, Defense, Energy, State, and the Treasury, and the Central Intelligence
Agency, began afollow-up review to eval uate the status of actionstaken to implement the recommendations
fromthe 1993 review. We also eval uated the effectiveness of the Department’ s current policies, procedures,
and practicesfor licensing dual-use goods and technologies. In our report, issued in June 1999, we stated our
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conclusion that the multi-agency licensing processfor U.S. dual-use exportsis balanced and appropriately
considersdivergent policy viewsand information in deciding on export license applications (see September
1999 issue, page 17).

While our report described significant areas of improvement in export controls since our 1993 work, it
also identified someweaknessesin thelicensing processthat still need to be addressed. Specificaly, we
found that (1) more transparency isneeded in the commodity classification and license appeal s processes,
(2) theintelligence community does not review all dua-use export license applications or always conduct a
comprehensive analysis of applicationsit doesreview, (3) license applications need to be screened against a
key database maintained by the U.S. Customs Service, (4) BXA needsto improveits monitoring of license
conditionswith reporting requirements, and (5) BXA needs anew automated system to process export
license applicationsefficiently and effectively.

In October 1999, the National Defense Authorization Act for FY 2000 directed the same six OlGsto
report to the Congress by March 30, 2000, on the adequacy of current export controls and counterintelli-
gence measuresto prevent the acquisition of sensitive U.S. technology and technical information by coun-
triesand entities of concern. To meet thisrequirement, each OI G reviewed its agency’ sexport controlsand
counterintelligence measures and reported on the results. Two interagency reports highlighting crosscutting
issueswere a so prepared. Our report focused on three activities that the Commerce Department, principally
through BXA, carriesout or participatesin to help prevent theillicit transfer of sensitive U.S. technology:
deemed export controls, the Visa Application Review Program, and the Committee on Foreign Investment in
the United States (see page 21).

Thechallengefor BXA, aswell asthe Administration and the Congress, will beto passanew Export
Administration Act and to focusthe federal government’ slicensing and enforcement efforts on targeting
those exportsthat present the greatest proliferation and national security risksand on streamlining or elimi-
nating controlsthat unnecessarily hamper trade. Through our various export control reports, we striveto
play auseful rolein current and future congressional and public debates on the reauthorization of the Export
Administration Act and the revamping of the nation’ sexport controls. Wewill continueto monitor BXA's
effortsto improve dual-use export control s through annual reportsrequired until 2007 under the Defense
Authorization Act.

Successfully Implement PTO’s Transition
to a Performance-Based Organization

The American Inventors Protection Act of 1999 (P.L. 106-113), which was signed into law on
November 29, 1999, establishes PTO as a performance-based organization with greater flexibility and
independence to be run more like abusiness. AsaPBO, PTO hasincreased authority and hence the
responsibility for decisionsregarding the management and administration of its operations and exercises
moreindependent control of itsbudget all ocations and expenditures, personnel decisionsand processes, and
procurement. PTO’ stransition to aPBO officially began on March 29, 2000.
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PTO management viewsthe passage of the act and the transition to aPBO ascritical in addressing
two challenges, both of which have been the subject of recent OI G reviews. First, PTO has experienced a
massiveincreasein patent and trademark filings and appeals, leading to the hiring of hundreds of new
examiners and administrative judges. Second, PTO has plansto consolidate its operationsin northern
Virginia(see page 12). According to PTO management, the PBO transition will enableit to maketherapid
decisions needed to processtheincreased number of patent and trademark filings and appealsin atimely
manner, while maintaining high quality, and to more efficiently manageitsresources.

Despitethe act’ s potential benefits, the transition isaformidabl e undertaking. PTO must formulate the
necessary personnel, procurement, and administrative policies and devel op a performance-based process
with standardsfor evaluating cost-effectiveness, while meeting its performance goalsunder GPRA.

PTO aready facesenormous challengesin trying to deliver essential information technol ogy capabili-
ties. With itsincreased focus on operational efficiency and new provisionsrequiring information technology
solutions, the act will intensify the demands placed on automated systems and further strain PTO’ sability to
deliver systems. For example, under the new law, patent applicationsthat have been filed abroad must be
published within 18 months of their U.S. filing date, and PTO has decided to publish the applicationsin
electronicform. Y et implementation of thisand other provisions of thelaw will require new and enhanced
systems.

Increase the Effectiveness of Fishery Management

Ensuring healthy stocks of fish and other marine animalsin the coastal waters beyond each state's
jurisdictionisafederal responsibility carried out principally by NOAA’sNational Marine Fisheries Service
(NMFES) and eight regional fishery management councilsunder the Magnuson-Stevens Fishery Conservation
and Management Act of 1976, asamended. Among other things, NMFS and the councilstrack the condi-
tion of these species, determinethelevelsof catch that will provide the greatest benefit to the nation, and
measure the economic impacts of fishery regulations and policies. M easures to manage fish and marine
speciesare usually developed by the councils, reviewed by NMFS, and approved by the Secretary of
Commerce. These measures are controversial because they impose fish quotasthat affect both the survival
of aspeciesand the economic health of the fishing industry and many coastal communities.

A recent GAO report concluded that NMFS appears to be using the best available scientific informa-
tion to determine the condition of fish and other marine species, appropriately considersthe economic
impacts of conservation and management measures on fishing communities, and hastechnically met the
requirements of the Magnuson-Stevens Act by identifying essential fish habitats and devel oping aconsulta-
tive processfor addressing potential adverseimpactsto those habitats. However, GAO concluded that
improvementswere needed in all three areas and made recommendationsto strengthen NMFS' sdata
collection efforts, improve communications between the government and the fishing industry, improve
economic analysis, and identify the costs of achieving compliance with the act’ sfish habitat provisions.

We are completing areview that focuses on the regional fishery management councilsand isaimed at
identifying the management practicesthat have proven most effective in achieving fisheries management
goalsand determining where improvements are needed.
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RESOLUTION AND FOLLOW-UP

The Inspector General Act Amendments of 1988 require thisreport to present those auditsissued
before the beginning of the reporting period (October 1, 1999) for which no management decision had been
made by the end of the period (March 31, 2000). The following table presentsthe overall status.

Type of Audit Report Unresolved
Performance 2
Financial Assistance 2

The two performance audits deal with the NMFS laboratory structureand NOAA'’slight aircraft
operations. While both audits have been unresolved for more than ayear, we have continued to explore
alternative approachesto resolution with NOAA (see page 63).

Thetwo unresolved financia assistance auditsinvolve EDA grant awards. We did not agree with
EDA'’ sresponseto our final report on one of the audits and are reviewing the agency’ srevised audit resolu-
tion proposal . With respect to the second audit, EDA has requested clarifying information from the grantee
(see page 29).

Department Administrative Order 213-5, “ Audit Resolution and Follow-up,” provides proceduresfor
management to request amodification to an approved audit action plan, or for afinancial assistance recipi-
ent to appeal an audit resol ution determination. Thefollowing table summarizes modification and appeal
activity during the reporting period.

Report Category Modifications Appeals
Actions pending (October 1, 1999) 0 16
Submissions 1 3
Decisions 1 i
Actions pending (March 31, 2000) 0 7

All seven appealspending final decision by the Department involve NIST financial assistance audits.
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Actions Needed to Help Prevent Transfer of
Sensitive Technology to Countries of Concern

The National Defense Authorization Act for Fiscal Y ear 2000
directed the Ol Gs of the Departments of Commerce, Defense, Energy,
State, and the Treasury, and the Central Intelligence Agency to assessthe
adequacy of current export controlsand counterintelligence measuresto
prevent the acquisition of sensitive U.S. technology and technical informa-
tion by countries and entities of concern. Thelegislation mandatesthat the
OIGsreport to the Congress annually until 2007.

To meet thefirst annual reporting requirement of the act, the Com-
merce Ol G focused on three activities that the Department, principally
through BXA, carriesout or participatesin to help prevent theillicit
transfer of sensitive U.S. technology: deemed export control activities, the
VisaApplication Review Program, and effortsin support of the Committee
on Foreign Investment in the United States (CFIUS). Our specific observa-
tionsfollow:

Deemed Export Control Regulations and
Compliance Need to Be Reviewed

Any releaseto aforeign national of technology or software subject to
the Export Administration Regul ationsis deemed to be an export to the
home country of theforeign national. Such “deemed exports” may involve
thetransfer of sensitive technology to foreign visitorsor workersat U.S.
research laboratories and private companies. In aJune 1999 report on the
export licensing process, we concluded that not only are the deemed export
control policy and regulationsill-defined and poorly understood by many,
but theimplementation of the regulations and compliance with them by
federal agenciesand private companies appeared lax (see September 1999
issue, page 17). Thelack of understanding by industry and federal agen-
ciesregarding the applicability and requirements of deemed export control
regulations could result in atransfer of sensitive technology to inappropri-
ate end users.

We believethat some of the noncompliance with the deemed export
rule stemsfrom ambiguity in the policy and the regul ations. For example,
theterm “fundamental research” needsto be better defined, and some of
theregulatory exemptionsthat affect national security need to befurther
examined by policymakers.
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To help determine whether U.S. high technology companiesare
complying with the deemed export regul ations, we sought to obtain a
reasonable estimate of what thelevel of license applicationswould be with
good compliance. But, because BXA was unableto provide such an
estimate, weinstead compared the number of deemed export license
applications submitted to BXA during FY 1999 (783) with the number of
“high technology” employment visasissued to foreign nationals during the
same period (115,000). High technology visas areissued under atempo-
rary visacategory that includes such occupations as architects, engineers,
doctors, college professors, and computer programmers. Although clearly
not all such visaapplicantswould require export licenses, the tremendous
gap between the two numbers doesindeed rai se questions about U.S.
companies’ knowledge of and compliancewith theregulations. We believe
that BXA needsto be more proactivein * getting the word out” to high
technology companiesand industry associations.

In addition, evidence suggeststhat somefederal agenciesand
research facilitiesmay not bein full compliance with the deemed export
regulations. For instance, when we provided BXA officialswith the names
of alimited sample of 16 foreign nationalsworking on projectsat NIST,
theofficials made apreliminary determination that 3 of theseindividuals
might require deemed export licenses. In fact, wefound that only two
federal agencieshad submitted atotal of five deemed export license
applicationsduring FY 1999. Thisnumber appears|ow given the number
of foreign visitorsand workersat federal research facilitiesthat might have
accessto export-controlled technol ogy.

Visa Application Review Program Shows
Promise, but Refinements Are Needed

INn 1998 BXA restructured its Visa Application Review Program to
better target applications of individua swho might beinvolved with
products and technol ogies most often needed for weapons of mass
destruction. From our review of asample of 74 visaapplication referrals,
we concludethat the program is showing potential for hel ping achievethe
agency’ sexport enforcement mission. For example, somereferralsto
BXA'’sOfficeof Export Enforcement resulted in investigations aimed at
preventingillegal exportsof sensitivetechnol ogies, and onereferral tothe
State Department resulted in avisabeing denied.

Y et the program can be further improved. For example, the process
for reviewing visaapplicationswould be enhanced by having checklistsfor
BXA'’sanalysts. In addition, the processfor referring problematic applica
tionsto the Office of Export Enforcement could be made more efficient by
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making certain changesto the enforcement database to improvetheway in
which referralsinto existing open casesarerouted to BXA field offices.
Improvementsare also needed in the timeliness of referrals of potential
visafraud casesto the State Department.

TheVisaApplication Review Programispart of alarger U.S.
government review of visaapplications under the State Department’ sVisas
Mantis program. The Visas Mantis program isan effort to prevent foreign
national sfrom countries or entities of concern from gaining accessto U.S.
high technology by having variousfederal agenciesreview visaapplica
tions. However, some of the agenciesthat receive the Visas Mantis cables
have curtailed their reviews because of resource shortagesand limited
resultsfromreferralsto State. Thereisalso aneed for improved coordina-
tionand clearer delineation of each agency’ sresponsibilitiesunder the
program. Furthermore, State officials say that they arelimited in their
ability to deny visas because the Immigration and Nationality Act isvague
about when avisamay be denied. Also, Stateisnot providing feedback to
the agenciesinvolved in the program asto what action istaken on their
referrals. We suggested that BXA work with the other involved agenciesto
formalize the Visas Mantisreview program in amemorandum of under-
standing to help correct these problems.

Federal Efforts to Monitor Foreign
Investment Need to Be Reviewed

CFIUS, theinteragency committee that reviewsforeigninvestmentin
U.S. companiesfor national security implications, isanother mechanism
intended to assist in the federal government’ seffortsto counter the loss of
sensitive technologies. Based on our limited survey work, we have con-
cerns about the effectiveness of CFIUS, including thelack of mandatory
foreign investment reporting, thelow number of investigations conducted
on company filings, and the appearance of aconflict of interest on the part
of the Treasury officethat ischarged with overseeing CFIUS inthat it has
the dual responsibilities of “promoting” foreign investment aswell as
“preventing” suchinvestment when it could result in theloss of sensitive
technologies.

Therefore, we are suggesting that the interagency OI G review team
undertake a study to determinethe scope of the problem regarding foreign
investment in U.S. companieswith sensitive technol ogies by countriesand
entities of concern, and to review CFIUS seffectiveness and recommend
improvements, as necessary, to the way thefederal government monitors
foreigninvestmentin U.S. companies.
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Wearealso highlighting twoissuesinvolving Commerce' sprocessfor
reviewing CFIUSfilingsthat warrant further assessment: (1) Should
Commerce’ slead responsibility for this program remain with the I nterna-
tional Trade Administration, the Department’ s primary trade promotion
agency, or bemoved to BXA, the Department’ s primary national security
agency? (2) Should BXA'’sexport enforcement and export licensing units
play alarger rolein reviewing CFIUS notifications?

BXA agreed with most of the recommendationswe made to address
our concerns, but said that current budget shortfallswould inhibit its ability
to implement some of them. BXA claimed that we did not thoroughly
assess the problemswith deemed exports or demonstrate that our recom-
mended remedies are appropriate. BXA also questioned the useful ness of
our comparison of the number of high technology visasto the number of
deemed export licenses. We believe that the number of suchvisasisavalid
indicator of the possible universe of deemed export license applications,
and we note that BXA used anincreasein such visasasajustification for
requesting additional funding and positionsfor FY 2001.

BXA also questioned our recommendationsthat it both work to
clarify the deemed export regulations, and proceed with programsto
ensure compliance with the regul ations. Whilewe believe that the regula-
tionswould benefit from clarification, which wefirst recommended in our
June 1999 report, we al so recogni ze that they are not so ambiguous that
they cannot be effectively enforced asis. (Office of Inspections and
Program Evaluations: IPE-12454)

Audit of FY 1999 Financial Statements

In accordance with the CFO Act, as amended by the Government
Management Reform Act of 1994, an audited financial statement must be
prepared covering all accounts and activities of each office, bureau, and
activity of the Department. For the audit of BXA’sFY 1999 financial
statements, aswell asthe audits of the statements of the other Commerce
reporting entities, the Ol G contracted with independent public accounting
(IPA) firms. We defined the audit scope, selected the contractors, and
oversaw the performance of the audits and the delivery of the audit results.

AnIPA firmissued an “unqualified” opinionon BXA’'sFY 1999
financial statementsfor the second consecutive year. Financial statements
auditsareakey measurefor evaluating abureau’ s progressin meeting the
goasand objectives of the CFO Act. An unqualified opinion indicatesthat
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BXA and NOAA, which provides accounting support servicesto BXA,
have been successful in establishing aninternal control structure that
facilitatesthe preparation of reliable accounting and financial information.

Although the IPA firm'’ sreport did not identify any material weak-
nesses, it did cite two reportable conditionsin BXA'’sinternal control
structure:

o Interagency agreement policiesand procedures should be
implemented and foll owed.

° Accountsrecei vabl e bal ances should be supported.

BXA concurred with thefacts, findings, and recommendations
contained in the audit report. (Financial Statements Audits Division:
FSD-11883-0-0001)

Y2K Preparations Were Effective, but Further
Risk Mitigation Was Recommended

The OIG reviewed thereadiness of BXA’scritical systemsfor the
arriva of theyear 2000. Our review involved ng thebureau’ s
preparations and recommending practical risk mitigation and contingency
planning activities. Wefocused primarily on BXA'’sbusiness continuity and
contingency plan (BCCP), which included strategiesfor dealing with any
Y 2K -related disruptions, and its Day One plan, which covered the days
surrounding the century change.

At thetime of our review, BXA operated two mission-critical infor-
mation systems: the Export Control Automated Support System and the
Communications Infrastructure system. A third mission-critical system, the
Chemical Weapons Convention Information Management System, wasto
become operational in calendar year 2000.

Our review revealed that BXA’ stwo existing mission-critical systems
had been successfully modified for Y 2K compliance and that its new
system had been developed with Y 2K -compliant software and hardware.
Moreover, BXA had initiated independent verification and validationin
October 1998 and reported in July 1999 that all three systemswere Y 2K
compliant. Onthisbasis, we concluded that it was reasonabl e to expect
that the systemswould function properly after December 31, 1999.
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We a so found, however, that although BXA had developed a
thorough BCCP to identify contingenciesfor performing its core business
processesin the event that critical systemswere not available, the bureau
had not tested its contingency plans, which were based primarily on
alternative manual processes. The Department had requested all of its
bureausto follow GAO’s BCCP guidance, which stated that contingency
plans need to be tested to validate that they will satisfy the bureaus’ needs.

Werecommended that BXA validate its BCCP by conducting tests
and rehearseits Day One plan with the team responsible for responding to
Y 2K -related failures. BXA responded that it did not plan to test the BCCP
because alternative core business processing methods had been used
successfully during the 1996 furloughs. BXA a so stated that therewas
insufficient time before the end of the year to run the recommended test
and that the marginal gainsto be achieved from testing would not justify
theresources expended.

In response, we pointed out that during furloughs, systemswere not
disabled, asthey could be asaresult of Y 2K problems, and observed that
only export license applications submitted in paper format were processed
during those furloughs, whereas 60 percent of applications were now
submitted electronically. Ultimately, however, BXA opted not to perform
the recommended testing before the century change, and fortunately
experienced no Y 2K -related problems. (Office of Systems Evaluation:
OSE-12551)

Employee Retired to Avoid Facing Disciplinary
Action for False Representation

A BXA employeeretired from federal servicein theface of proposed
disciplinary action stemming from an Ol G investigation that found he had
leased office space for personal use by falsely representing that it wasto
be used for official government business. (Denver Field Office of Investi-
gations)
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Audit of FY 1999 Financial Statements

EDA received an unqualified opiniononitsFY 1999 financial
statementsfor the second consecutive year. However, the IPA firm under
contract to usthat conducted the audit identified two reportable conditions,
thefirst of whichisamaterial weakness:

° EDA did not collect actual datafrom granteesto estimate its
accrued grant expense.

° EDA'’ sfinancial management systems contained control
weaknesses.

This performance represented an improvement from FY 1998, when
the auditorsidentified four reportable conditions, one of whichwasa
material weakness.

Under the Federal Financial Management Improvement Act of 1996,
auditorsare required to report on whether the bureau’ sfinancial manage-
ment system substantially complieswith federal financial management
system requirements, applicable accounting standards, and the U.S.
Government Standard General Ledger at thetransaction level. Thefirm
identified two instances of material noncompliance with the act:

o Thefinancial management system used by EDA for itsgrant
accounting does not comply with the Standard General Ledger at
thetransaction level.

o Thefinancial management system used by EDA for salariesand
expenses does not comply with certain system requirements.

Although progress has been madein strengthening financial manage-
ment, EDA must continueits effortsto resolve the identified material
weakness and reportable condition. Of particular importanceisthe need to
addressEDA’ s methodol ogy for determining accrued grant expense.
(Financial Statements Audits Division: FSD-11885-0-0001)

Defense Adjustment Implementation
Grant Was Properly Administered

In July 1995, EDA awarded a$3 million Title X Defense Adjust-
ment Implementation grant to a private organi zation to renovate several
buildings at the former Castle Air Force Basein Californiato createaU.S.
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Aviation Discovery Exposition. The project was part of an intense coordi-
nated response to negative economic conditionsin the state, long-term
poverty and unemployment in Merced County, and the September 1995
closure of the base and the consequent loss of its combined civilian and
military annual payroll of over $225 million. In 1998, because of changed
conditions, EDA provided the agency with an additional $1.3millionin
federal fundsto completethe project. The amendment brought the EDA
share of the award to $4.3 million, or about 90 percent of the total esti-
mated project cost of nearly $4.8 million.

The EDA-funded project was officially completed in July 1999. An
OIG audit of the project reveal ed no significant deficiencies or adverse
findings. No problems came to our attention during the audit; the organiza-
tion complied with the award termsand conditions, accomplished the
scope of work of the award, accounted properly for project expenditures,
and claimed the appropriate share of federal costs. Accordingly, we made
no recommendations. (Seattle Regional Office of Audits: STL-12659-0-
0001)

Quality Control Review of Nonfederal
Audit Found Minor Deficiencies

The OIG performed aquality control review of an audit conducted
by an independent public accountant of a M assachusetts nonprofit organi-
zation responsiblefor implementing atrade adjustment assi stance program
for manufacturing firmslocated in the New England States. The
organization’ s primary support isan EDA award to assist firmsthat have
experienced adeclinein revenue dueto foreign competition. During 1998
the organi zation spent approximately $1.8 million under the award, of
which $1.1 million wasfederal funds. Asthe oversight agency for the
organization, we performed our review to determine whether the audit was
conducted in accordance with government and generally accepted auditing
standards, and whether the audit report meetsthe requirements of OMB
Circular A-133, Audits of States, Local Governments, and Non-Profit
Organizations.

Our review found that the auditor’ sworking papers supported the
audit report and that the audit complied with audit standards. However, we
identified certain deficienciesthat, although not material, needed to be
addressed. To address these minor deficiencies, we recommended that the
auditor provide sufficient information on the effect of each audit finding
reported, verify that information on the data collection form submitted to
the audit clearinghouseisaccurate, and obtain all appropriate management
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representations related to federal awardsthat are recommended by the
American Ingtitute of Certified Public Accountants. (Atlanta Regional
Office of Audits: ATL-12073-0-0001)

Audit Reports Unresolved for Over Six Months

Asof March 31, 2000, two financial assistance audit reports had
recommendationsthat have remai ned unresolved for morethan six
months.

Thefirst report, DEN-10586-9-0001 (see March 1999 issue,
page 28), has been carried over from the last two reporting periods. The
audit found that anonprofit granteein Texas had disregarded procurement
standardsin awarding a$244,250 contract to aconsulting firm. The audit
also questioned $258,838 in salary costs and in-kind contributions because
of inadeguate supporting documentation. We did not concur with EDA’s
initial audit resolution proposal, and we are continuing to work with EDA
to resolve our disagreement.

In the second report, ATL-09999-9-0031, the auditors found that the
grantee had not complied with procurement standards. In February 2000,
EDA requested that the grantee provide clarification of the applicable grant
numbers. EDA isawaiting that clarification before submitting an audit
resolution proposal.
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Decennial Personnel and Payroll System Appears
Adequate, but Better Software Practices Needed

Asthelargest peacetime civilian mobilization in the United States, the
2000 Decennial Censuswill processover 3 million applicantsfor more
than 860,000 temporary jobs. The Census Bureau will rely on the Pre-
Appointment Management System/Automated Decennial Administrative
Management System (PAMSADAMY) for al applicant processing,
personnel actions, and payroll functionsfor temporary employees during
the decennial. PAMSADAMS, initialy deployed to support the 1998
Dress Rehearsal, has been in use since then and has undergone significant
changes.

The OIG conducted an eval uation to determine whether PAM S
ADAM Swould provide accurate, timely hiring and payroll processing
during the decennial. Because an earlier OI G review found that theway in
which daily payroll formswere being processed during the dressrehearsal
allowed employeesto be paid more than once for the same hoursworked,
we also checked to see whether the bureau had solved thisproblem. Asa
consequence of other dressrehearsal problems, the bureau isdeveloping
an alternative data entry system, called PAMSADAMS Data Entry
(PADE). At the bureau’ srequest, we also assessed its approach to testing
PADE.

In developing PAMSADAMS, the bureau did not follow awell-
managed software devel opment process. Asaresult, the bureau did not
have current and compl ete requirements and test documentation. Conse-
quently, the accuracy and completeness of PAMSADAMS cannot be
determined by reviewing the bureau’ sdocumentation or by independent
testing, activities normally associated with asystematic software devel op-
ment effort. However, we believe that the extensive operational use of
PAMSADAMS sincethedressrehearsal, which has allowed the bureau to
identify and correct errors and to eval uate changes, providesreasonable
assurance that the system can support decennial operations.

The bureau addressed the duplicate pay issue by implementing pro-
ceduresthat required local censusoffice (LCO) payroll clerksto request a
report from PAM SADAM Sidentifying employeeswho submitted multiple
payroll formsfor a particular day and then review the report to check for
duplicate reporting of hoursworked. The possibility of duplicate pay
remained, however, because the approach relied on human action to
request thereport. A more effective approach would befor the PAMS
ADAMS software to automatically check for multiple payroll formsand
producethe report.

D

The Economics and Statistics
Administration analyzes
economic developments, develops
policy options, and produces a
major share of U.S. government
economic and demographic
statistics. The Chief Economist
monitors and analyzes economic
developments and directs studies
that have a bearing on the
formulation of economic policy.
ESA has two principal agencies:
Bureau of the Census. Census is
the country’s preeminent statistical
collection and dissemination
agency. It publishes a wide variety
of statistical data about people and
the economy of the nation,
conducting approximately

200 annual surveys, in addition to
the decennial census of the U.S.
population and the decennial
census of industry.

Bureau of Economic Analysis.
BEA'’s goal is to provide a clear
picture of the U.S. economy by
preparing, developing, and
interpreting the national income
and product accounts
(summarized by the gross
domestic product), as well as
aggregate measures of
international, regional, and state
economic activity.
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The new dataentry system, PADE, was devel oped without require-

ments, design, or testing documentation; therefore, we were unableto
assess the adequacy of testing. In addition, the software that transfersthe
datafrom LCOsto regional census centers has serious performance

Economics and
Statistics
Administration

problems, so thiscomponent isbeing redesigned. Nonethel ess, operational

testing and use of PADE in thefield suggest that it processes data correctly

Bureau

and hasthe potential to significantly improvethe efficiency of payroll and of the
applicant processing operations. Therefore, we concluded that the bureau Census

should continue to develop PADE, test it at headquarters, and useit

Bureau of

Economic
Analysis

operationally, with the goal of having it ready for useinall LCOsintime
for the February 2000 update/leave operation. Based on PADE'’ s perfor-
mancein that operation, the bureau could decide whether it should be used
asthe principa system during the decennial.

Although the operational use of PAMSADAMS provided assurance
that the system would work asintended, awell-managed software devel -
opment processwould have increased the bureau’ sand our confidence by
producing documentation and applying techniquesto allow issuesregarding
accuracy, completeness, and performanceto beidentified and corrected
during development rather than in operation. Moreover, such aprocess
would have prevented disruptive problemsduring the dressrehearsal,
obviated the need for the late redesign of the data entry component, and
reduced cost.

We havefound similar problemswith software devel opment for
other decennial information processing systems, and we reported that
while the bureau has software engineering standards, their useisnot
required, nor arethey widely used. Better software management practices
would improvetimeliness, quality, and user satisfaction and reduce
devel opment and maintenance costsfor al censussystems. Althoughitis
too late to attain significant improvementsfor the 2000 Decennial Census,
the bureau should make aconcerted effort to improve software devel op-
ment for all future programs, decennial and nondecennial alike.

We recommended that the bureau strengthen its proceduresfor
identifying and avoiding duplicate pay; continue devel opment, testing, and
field evaluation of PADE; and ensure that the capability to use the non-
PADE version of PAMS/ADAMSisretained in every LCO in the event
that PADE cannot be deployed for the decennial . The bureau has agreed
with and implemented all of our recommendations. After weissued our
report, PADE was used successfully for the update/l eave operation, and it
isnow being used for the remaining applicant processing and payroll
functions. (Office of Systems Evaluation: OSE-11684)
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Accountable Property Used for the Decennial
Census Needs Improved Controls

In preparation for the 2000 Decennial Census, the Census Bureau
has established temporary field officesthroughout the United Statesand in
Puerto Rico. At the close of 1999, there were 12 regional census centers
(RCCs), aPuerto Rico areaoffice, 520 local census offices, and four data
capture centersin operation. Over $60 million in personal property will be
placed in these temporary field officesfor the decennial.

The OI G conducted an audit of the adequacy of controlsover
accountable personal property inthe Boston, Dallas, and Los Angeles
RCCs. Accountable personal property includes capitalized personal
property, equipment with aunit cost of $2,500 or more, sensitiveitems
(thosethat are easily convertibleto personal use or have ahigh potential
for theft), borrowed or |eased property, and contractor or grantee account-
ableor sensitive property. We also conducted physical inventoriesat the
three RCCs, the Puerto Rico office, and six local census offices, twoin
each of thethreeregionsvisited. Finally, wereviewed bankcard transac-
tions at the three RCCs and Puerto Rico. Our audit of bankcard transac-
tions disclosed that the bureau was properly administering the bankcard
program, and that regional personnel werefollowing appropriateinternal
control procedures and exercising sound management practicesin the
order, receipt, and recording of purchases.

However, weidentified the following areaswhere the bureau needs
to better manage its accountable personal property:

° Property recording. Bureau personnel did not properly record
hundreds of itemsin the property books or inits automated
property management system. Much of the accountabl e personal
property located at the RCCswas not on the headquarters’ or the
RCCs' inventory lists. We recommended that the bureau require
each RCC and area office to designate staff specifically to receive
personal property and maintain adequate accountability.

° Physical inventories. The bureau requiresthat complete physical
inventories of accountable personal property be conducted regu-
larly, generally once ayear. But physical inventories had not been
conducted at any of the RCCswe visited, although they had been
open for more than ayear. Moreover, bureau capitalizabl e prop-
erty recordswere not reconciled with financial recordsin atimely
manner. We recommended that the bureau ensure that required
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inventories of accountable property are conducted annually and
that property and accounting records are adjusted to reflect the
inventory results.

° Transferred property. Bureau personnel did not adequately
control transferred personal property. Specifically, approval for
transferring property was not always documented, and transferred
property was not always posted on property records. In addition,
personnel did not obtain approval for and improperly documented
aloan of accountable property to another agency. Werecom-
mended that the bureau strengthen controlsand oversight of the
property management system to ensure that transfers and |oans of
accountable personal property are approved and documented in
accordance with procedures.

Thebureau concurred with our recommendations, and we commend
it for itsresponsivenessin taking quick action to address our concerns. For
example, the bureau has now conducted full physical inventoriesinall 12
regions, and has designated staff to be responsiblefor receiving and
recording personal property. (Economics and Statistics Audits Division:
ESD-11781-0-0001)

Decennial Employees in Atlanta Region
Experienced Problems with Late Pay

Inlate 1998, the Census Bureau made certain policy and procedural
changesfor the 2000 Decennial Censuson the basis of lessons|earned
from the 1998 Dress Rehearsal. Among these changeswasto forgo
scanning formsfor payroll processing and instead rely on keypunching for
dataentry. Asthe bureau’ sregional officesbegantheir initial decennial
work in late 1998, the OI G’ sHotline began receiving complaintsfrom
temporary decennial employees about late pay. Of the 204 | ate pay
complaintsreceived by either the OIG or the bureau as of January 1999,
82 (40 percent) came from the Atlantaregion. We therefore conducted an
audit of that region’ spayroll operationsto determineif the region’ stempo-
rary decennial employeeswere being paid promptly and accurately.

Our audit disclosed that during late 1998 and early 1999, the Atlanta
Regional Census Center experienced avariety of pay problemsthat led
employeesto complain that they either had not been paid or had received
late or incorrect pay. We were concerned that, if not corrected, these
problems could undermine the bureau’ sability to hireand retain qualified
employeesfor the decennial. The specific problemsexperienced are
discussed below.
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o Earnings statements were not received on time. Seventy
percent of the sampled resolved pay complaintsreceived by the
Atlanta center involved misunderstandings about pay, rather than
actual late or incorrect pay. Starting in September 1998, earnings
statementswere generated by the bureau’ snational processing
center, rather than by the regions, as had been the case before.
Because the Atlantacenter waslatein providing itsinput to the
national processing center during thefirst month after the change,
employeesdid not receivetheir earnings statementsontime. Asa
result, they had difficulty reconciling the amount of their pay with
their records of hoursworked and contacted Atlantacenter payroll
personnel for further information.

° Employee pay was delayed. In examining pay recordsfor 30
Atlantaregion employeesfrom October through December 1998,
wefound that recordsfor 27 (90 percent) showed instances of late
pay. Employee pay was delayed for two reasons. First, focusing
more on data production than personnel administration, crew
leadersdid not always collect daily work recordsfrom their
employeesand did not always provide daily recordsintimefor
forwarding to the Atlanta center to meet payroll cutoff dates.
Second, employees failureto provide sufficient payroll infor-
mation (such as bank routing symbols, bank account numbers, or
mailing addresses) caused automated payroll depositsto be
rejected or paychecksto bereturned as undeliverable.

o Some employees received duplicate pay. When they became
concerned about not receiving their pay for certain days, some
employees resubmitted work records or submitted new work
recordsfor those days, which resulted in their being paid twicefor
the samework. In responseto an earlier OIG recommendation
about this problem, the bureau added a* flag edit” to the pay
system, which is designed to generate an exception report when
multiplework records are submitted for the same date.

We made several recommendationsto addresstheidentified pay
problems. The bureau agreed with our recommendations and hastaken
stepsto implement them. (4Atlanta Regional Office of Audits: ATL-11640-
0-0001)
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Census Bureau Y2K Preparations Effective,
but Improved Contingency Planning Needed

The OI G reviewed the readiness of the Census Bureau’ scritical
systemsfor the'Y 2K century change. Our review involved ng the
bureau’ s preparations and recommending practical risk mitigation and
contingency planning activities. At thetime of our review, the bureau had
successfully replaced and tested its systemsin preparation for Y 2K and
had made progressin devel oping abusiness continuity and contingency
plan. The bureau reported that all of itsmission-critical systemswere Y 2K
compliant.

Wefound, however, that further actions were needed to ensurethe
continuity of critical business processesin the event of Y 2K-related
systemsfailures. Thefollowing were our specific observations:

o Contingency plans needed further development, and test
plans and tests were needed for critical systems included in
the September draft BCCP. Our review disclosed that the bureau
had not devel oped detailed contingency plans, and therefore
implementation of its BCCP could not ensure the continued
delivery of minimally acceptablelevelsof outputsor servicesin
the event of Y 2K failures. Moreover, test plans needed to be
devel oped, test teams established, business resumption teams
rehearsed, and tests executed to validate contingency plans.

o Contingency plans, test plans, and tests were needed for
November additions to the BCCP. Thebureau originally
excluded all decennial systemsfrom its BCCP because most
would not begin production until March 2000 or | ater. But three
mission-critical systemswere operating in preparation for the
decennial, and at our suggestion, the bureau added themto the
November 1999 draft of its BCCP. Because they were added late
in the process, these important systems were not supported by
detailed contingency or test plans.

We made recommendations to address our concerns. Responding
after the start of the new century, the bureau stated that all of its systems,
including the three added to the November BCCP, had been tested and
that no Y 2K -related errors had been found, and that all operationswere
functioning properly in the year 2000. (Office of Systems Evaluation:
OSE-12200)
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Audit of Census’s FY 1999 Financial Statements

For FY 1999, the Census Bureau received an unqualified opinion on

itsfinancial statements. Thisisan especially noteworthy accomplishment,
considering that the bureau received adisclaimer of opinion onitsFY 1998
Statements of Net Cost, Changesin Net Position, Budgetary Resources,
and Financing.

Whilewe commend the bureau for achieving an unqualified opinion,

it still needsto address deficienciesinitsinternal controls. ThelPA firm
conducting the audit under contract to usidentified three reportable
conditionsinthebureau’ sinternal control structure, al of which are
material weaknesses:

Financial management and reporting. The bureau continued to
experiencesignificant difficultiesand delaysin producing
complete, accuratefinancial statementsin accordancewith
departmental guidelines. Moreover, it did not provide sufficient
financial management oversight and supervisory review of the
financial statementsthroughout the year-end reporting process,
nor did it preparetimely financial statementsthroughout the year.
Bureau management, at the highest level, must make financial
management improvement atop priority. Addressing the material
weaknessesisaprerequisiteto improving financial responsibility.
Concerted efforts are needed to improve theinternal control
structure and promptly implement corrective actionsfor the
preparation of financial statementsfor FY 2000.

Account reconciliations. Thefirm found that many key financial
statement account balanceswere not reconciled in atimely

manner throughout thefiscal year and at year-end. Specifically,
account reconciliations and accompanying journal vouchersfor
Fund Balance with Treasury, Fixed Assets, Deferred Revenue,
Accounts Payable, Other Liabilities, and Budgetary Accountswere
not adequately supported or properly reviewed, and required
extensivefollow-up and revisions.

Information system reporting and controls. |n connection with
the FY 1999 audit, the bureau worked diligently toimproveits
routine reporting functions and information Ssystem requirements.
However difficultiesstill existed initsability to routinely produce
timely reports.
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In conjunction with the audit, the | PA firm conducted ageneral and
environmental controlsreview of the bureau’ sinformation systemsin
accordance with applicable sectionsof GAO’ sFederal Information System
Controls Audit Manual. Thereview identified weaknessesin five of the
six review areas set forth in the GAO Manual: (1) entitywide security pro-
gram planning and management, (2) access control, (3) system software
control, (4) segregation of duties, and (5) service continuity. Together,
these weaknesses, if not resolved, could adversely affect the security of
the data, programs, and hardware maintained at the bureau and have a
negativeimpact on both the bureau’ sfinancial statementsand the Depart-
ment’ s consolidated statements. The firm considered the aggregation of
these weaknesses, coupled with the lack of compensating controls, to bea
material internal control weakness and included thisissueinitsReport on
Internal Control, asdiscussed above.

ThelPA firm discussed these weaknesses, and made recommenda-
tionsfor correcting them, in aseparate report on systemsissues. The
bureau generally agreed with the accountants’ recommendationsfor
addressing the identified weaknesses and stated that corrective actions
would betaken. I ssueswith which the bureau disagreed rel ating to system
deficiencieswill be addressed in detail during the FY 2000 financial
statements audit. (Financial Statements Audits Division: FSD-11884-0-
0001, FSD-11884-0-0002)

Audit of ESA and BEA’s
FY 1999 Financial Statements

An[PA firm under contract to usissued an unqualified opinion on the
FY 1999 consolidated financial statements of the Economicsand Statistics
Administration and the Bureau of Economic Analysis. Thiswasthefifth
consecutive year that these bureaus had received aclean (unqualified)
opinion. Moreover, for thefirst time, the accountantsidentified no material
weaknesses or reportable conditionsin ESA and BEA' sinternal control
structure, and no instances of noncompliance with lawsand regulations.
Thisrepresented asubstantial improvement over the FY 1998 audit, which
identified two reportable conditions and oneinstance of material noncom-
pliance with laws and regulations. (Financial Statements Audits Division:
FSD-11886-0-0001)
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International Trade
Administration

The International Trade
Administration is responsible for
most nonagricultural U.S. trade
issues and works with the Office of
the U.S. Trade Representative in
coordinating U.S. trade policy. ITA
has four principal units:

Market Access and Compliance.
MAC develops and implements
international economic policies of
a bilateral, multilateral, or regional
nature. Its main objectives are to
obtain market access for American
firms and workers and to achieve
full compliance by foreign nations
with trade agreements signed with
the United States.

Trade Development. TD advises
on international trade and
investment policies pertaining to
U.S. industrial sectors, carries out
programs to strengthen domestic
export competitiveness, and pro-
motes U.S. industry’s increased
participation in international
markets.

Import Administration. IA
defends American industry against
injurious and unfair trade practices
by administering the antidumping
and countervailing duty laws of the
United States, and enforcing other
trade laws and agreements
negotiated to address such trade
practices.

U.S. & Foreign Commercial
Service. US&FCS promotes the
exports of U.S. companies and
helps small and medium-sized
businesses market their goods

and services abroad. It has 105
domestic offices and 138 overseas
posts in 75 countries.

Audit of FY 1999 Financial Statements

An [PA firm under contract to usissued an unqualified opinion on
ITA’sFY 1999 financia statements. This notable achievement, thefirst
“clean” opinionreceived by ITA, waslargely theresult of significant
financial management improvements made by the bureau, including a
number of organizational and managerial reforms, such as hiring manage-
rial staff, outsourcing accounting processing, and working to clean upits
financial records.

Thefirm, however, did identify three reportable conditions, all of
which were considered to be material weaknesses. The weaknesses were
in (1) thecontrol environment, (2) thefinancial reporting process, and
(3) financial management systems.

Inreviewing ITA’scompliance with laws and regulations, thefirm
also found that ITA’sfinancial management systemsdid not substantially
comply with the Federal Financial Management Improvement Act. Specifi-
cally, the bureau’ saccounting system, which was replaced near the end of
FY 1999, was not compliant with Joint Financial Management I mprove-
ment Program requirements. In addition, I TA grantswere processed by
EDA’snon-JFMIP compliant system for asignificant part of theyear. In
both cases, ITA hasbegun using the Department of the Interior’ s JFMIP-
compliant accounting system. Because the new systemisto befully
operational for FY 2000, no remedial actionswere recommended.

Other matters discussed included I TA management’ s representation
that certain budgetary authority was used for other than intended purposes,
and theIPA firm’sinability to determinewhether ITA wasin full compli-
ance with the requirements of OMB Circular A-25, User Charges. The
firm recommended that I TA resolve the user chargesissue by September
30, 2000. (Financial Statements Audits Division: FSD-11887-0-0001)

MDCP Award Procedures Promote Merit-Based
Decisions, but Practices Need More Discipline

Through its Market Development Cooperator Program (MDCP),
ITA providesfinancial assistance to nonprofit industry organizations, trade
associations, state departments of trade, and other industry groupsfor
projectsthat develop, maintain, and expand foreign marketsfor U.S.
nonagricultural goodsand services. InFY 1997, ITA officialsreceived 41
applications seeking program funding of over $10 million, selected 38 for
review, and ultimately awarded 6 grants, totaling about $1.8 million.
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Aspart of our Department-wide review of discretionary financial

assistance programs, we examined I TA’ scriteria, procedures, and practices International
for soliciting, reviewing, and selecting MDCP awards. Our review dis- Trade
closed that I TA’ sapplication solicitation and sel ection processes complied Administration
with statutory, departmental, and I TA requirements. ITA’ sapplication —
review practices, however, did not fully meet those requirements. Specifi- Adm'mgt);ﬁon Access and
cally, wefoundthat ITA: Compliance
° Devel oped and published merit-based technical and public policy Trade U-g- and For?i?”

criteriathat were consistent with the program’ s objectives. Development e

o Conducted application solicitation effortsthat exceeded the
Department’ sand I TA’ srequirementsfor an annual noticein the
Federal Register and were sufficient to obtain awidespread
responsefrom eligible applicants.

o Evaluated applicationsusing areview panel that did not fully meet
the Department’ sindependence requirement and could not provide
documentation to verify that the panel reviewed all eligible
applications.

o Contrary to published review procedures, allowed program staff to
review and rank FY 1998 applications.

Werecommended that ITA (1) discontinue the prescreening of
applications by program staff and ensurethat all eligible applicationsare
reviewed by an independent review panel, (2) ensurethat thereview
processisadequately documented and that documentation isretained for
seven years, asrequired, and (3) ensurethat thereview and selection
processis consistent with the public announcement.

ITA agreed with our second and third recommendations, but dis-
agreed with our first recommendation, that it discontinueits practice of
allowing applicationsto beinitialy reviewed and ranked by program staff.
ITA considers program staff commentsto be an invaluable part of the
application review process. Our recommendation was not intended to
prohibit ITA from considering the comments of program staff, but rather
to prevent program staff from effectively eliminating eligible applications
from an independent panel review. Weare currently reviewing ITA’saction
plan submitted in response to our report. (Atlanta Regional Office of
Audits: ATL-10999-0-0001)
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OIG Overseas Work Continues with
Reviews of Three US&FCS Posts

During thissemiannual period, the OIG continued itsreviews of
Commerce overseas posts, which are under thedirection of ITA’SU.S.
and Foreign Commercial Service (US& FCS). Our reviewsaregenerally
designed to evaluate the posts’ operational effectivenessand determine
whether they are efficiently accomplishing their mission of providing U.S.
companies, especially small and medium-sized ones, with export assis-
tance. In thefollowing sections, we summarize the reportsweissued on
three US& FCS posts—Hong Kong, Vietnam, and France.

Hong Kong

OnJuly 1, 1997, Hong Kong reverted to Chinese sovereignty after
more than 150 years of British rule. Theisland haslong been economically
integrated with Chinadueto its proximity and cultural ties. The strong
economic relationship that Hong Kong haswith the United Statesis
evident inthe over 1,100 U.S. businesses represented in Hong Kong, the
$19 billionin U.S. direct investment in theisland, and two-way trade of
morethan $23 billion in 1998. Hong Kong is both amajor destination for
U.S. exportsand aspringboard for trade with southern China.

The US& FCS post in Hong Kong had aFY 1998 operating and
administrative budget of nearly $2 million and astaff of 4 foreign com-
mercial officers, 10 foreign service nationals, and 14 personal services
contractors. An Ol G inspection of the post found that it wasfulfilling its
trade promotion mission and appeared to be meeting the needs of U.S.
businesses. However, weidentified the need for improvementsin strategic
planning, coordination, and internal controls. Some of our specific findings
are discussed below.

® Post was meeting clients’ needs with high-quality products
and services, but better targeting was needed. Clientswhomwe
interviewed rated the post’ s services quite highly, and our review
of asample of products and services confirmed that favorable
opinion. For example, the post had devel oped an innovative fax-
back and on-line system to enable U.S. companiesto obtain
weekly up-to-date commercia and economic reportsthat outline
business opportunitiesin the Asia-Pacific region. However, we
found that the Industry Sector Analysesrelied excessively on
standardized sections, and the Agent/Distributor Service and the
Gold Key Service need better targeting.
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° Reporting of success stories was insufficient in FY 1998, but
improved in FY 1999. US& FCS Hong Kong reported only 32
successstoriesin FY 1998 (its average number of success stories
per staff member was about half the average for the East Asia
Pacific region). But the post had increased its number of success
storiesto 46 in just thefirst quarter of FY 1999 asaresult of staff
training and an emphasis by the Senior Commercia Officer (SCO)
on reporting such accomplishments.

o Coordination was excellent with the consulate and nonfederal
trade promotion organizations, but could be improved with
other ITA units. Officialsfromthe U.S. consulate gave high
marks to the work of US& FCS Hong Kong. The SCO was
meeting regularly with his counterpartsin the economic and
political sectionsand cooperating with them on export control
activities, trade shows, and other events. Officials of nonfederd
trade promotion organizationsin Hong Kong complimented the
post on itseffortsto coordinate activities and help their member
companies. The degree of coordination with other ITA unitswas
mixed, however. Although the post worked well with some Trade
Development offices, coordination with Market Accessand
Compliancewaslimited to high-level visits, and the post did not
fully utilize the US& FCS domestic teams.

o BXA end-use checks were being conducted properly and in a
timely fashion. |n compliance with export control regulations,
US& FCS Hong Kong compl eted 12 post-shipment verifications
and 1 pre-license check in FY 1997 and routinely coordinated
both types of end-use checkswith most other consulate sections,
such asthe economic and political sectionsand the U.S. Customs
Service. The post agreed with our suggestion that it also
coordinate these checkswith the consul ate’ s defense attaché.

° Better regional planning was needed. The US& FCS Regional
Director for East Asia-Pacificin Washington, who is charged with
management oversight of the region, had not provided the
necessary guidance and support to the post on programmatic
planning issues. Washington had not developed aregional planfor
US& FCS Hong Kong and other closely linked markets that
identified joint projects and eventsfor the poststo work on. We
suggested that headquarters build on the excellent draft plan for
the China Economic Areathat the current SCO in Hong Kong
devel oped when hewasthe post’ sdeputy.
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° The SCO should develop a strategic plan. Although it wastoo
soon to thoroughly evaluate the post’ s new management at the
time of our vigit, it was nonethel ess clear that US& FCSHong
Kong needed aformal strategic plan to effectively define,
prioritize, and analyzeits goalsto better serve U.S. firms. The
post’ sinput into Consulate Hong Kong' sMission Program Plan
wasthe only planning document the post produced.

o Budget was closely monitored, but some areas needed more
attention. US& FCSHong Kong' s budget was closely monitored
because of sound management practices established by the former
SCO, systemsimplemented by the administrative assistant, and
good service provided to the post by staff of the consulate’s
Budget and Fiscal Office. However, we questioned whether some
representational expenseswere used effectively to promote U.S.
commercia interests and whether some expendituresfor recruiting
job candidateswerejustified.

° Post should improve internal controls. More documentation
was needed to support justificationsfor representational funds,
time and attendance records, and use of the official vehicle. The
SCO should also exercise greater control over the authorization of
overtime. Moreover, the post needed to officially document all
property purchased for officers’ residencesto ensurethat property
and other assets are safeguarded against fraud, waste, and abuse.
Dutiesrelated to the deposit of user-fee collections needed to be
separated, and aforeign commercial officer should be approving
deposits of funds and ensuring that they were made weekly.

o ICASS was working well at Hong Kong Consulate. The
International Cooperative Administrative Support Service
(ICASS), the State Department system for distributing overseas
support coststo federal agencies overseas based on the services
received, appeared to beworking well in Hong Kong. US& FCS
was actively participating inthe | CASS Council, which had a
positiverelationship with the service providers. In addition, the
council’ sformation of working groups composed of foreign
service officersand foreign service nationa swho have expertisein
and knowledge of the specific serviceissueswasa*best practice”
that we hope to see adopted by other ICASS Councils.

o Environmental Partnership program was cooperating well
with US&FCS Hong Kong staff, but coordination with other
ITA units was inadequate. The United States-AsiaEnviron-
mental Partnership, an interagency program led by theU.S.

@ Commerce OIG Semiannual Report
March 2000



International Trade Administration

Agency for International Development, iswell integrated with the
US& FCSHong Kong commercial operation. The program and
US&FCSjoaintly recruit for and sponsor seminars and trade
missions and share client databases. However, the program, which
provides market research and promotes U.S. environmental
technology exports, haslittleinteraction with Trade Development’s
Office of Environmental Technologies Exports. The program
could also benefit from working morewith ITA’sdomestic field
offices.

US& FCS generally agreed with our recommendations, and described
actions already taken or planned to implement some of them. For some of
our recommendations, the agency either said it would consider them
further or offered alternative suggestionsto meet their intent. Wewill
continue to monitor US& FCS s actionsto correct the weaknesseswe
identified. (Office of Inspections and Program Evaluations: IPE-11330)

Vietnam

During most of the 1990s, Vietnam had one of the fastest growing
economiesin theworld, with an 8-percent average annual GDP growth
rate fueled primarily by direct investment from its Asian neighbors. During
therecent financial crisesin Southeast Asia, however, traditional sources
of capital in Vietnam dried up, and opportunitiesincreased for other
foreign sourcesto enter the market. With an educational emphasison
applied sciences and vocational training and aliteracy rate near 90 percent,
Vietnam'’ slabor force remains attractive to foreign enterprises seeking to
develop their own manufacturing facilitiesin Vietnam.

However, many challengesremain for Vietnam and for firms choos-
ing to do businessthere. For example, the government requirement that
domestic laborersworking in foreign-owned manufacturing plantsbe paid
inforeign currency exposesforeign firmsto agreater foreign exchangerate
risk ontheir production coststhan they would face el sewhere. Corruption,
threatsto intellectual property rights, and burdensome product licensing
requirements al so pose obstaclesfor foreign firms considering entry into
the market.

Soon after the United States normalized relationswith Vietnamin
1995, US& FCS sent an officer to Hanoi. In February 1997, the Hanoi
US& FCSoffice officially opened, and in September 1998, a constituent
post opened in Ho Chi Minh City, formerly known as Saigon. At thetime
of our inspection, the staffing in Vietnam included 4 foreign commercial
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officers, 14 foreign service national's, and 2 personal services contractors.
InFY 1998, US& FCSVietnam' stotal operating expenseswere
$1.82 million.

Our inspection of US& FCS Vietnam operations disclosed that both
postswere generally well run. Each post was engaged in innovative
initiativesthat may be appropriate for adoption el sewhere. For example, in
Ho Chi Minh City, management developed and conducted aseminar that
was effectivein educating Vietnamese businesses on the resources avail -
ableto devel op trade between the two countries. Management al so started
aprograminwhichitslocal staff sharetheir expertise with one another
through in-housetraining courses. In addition, the Hanoi post hastaken the
initiative to organizeregional Gold Key Servicesfor American companies.
At the sametime, however, wefound administrative oversight and controls
lacking inimportant areasthat, if left unaddressed, could diminish the
posts’ efficiency and effectiveness. Our specific findingswere asfollows:

® US&FCS Vietnam is taking appropriate steps to build its
commercial program. During itsfirst four yearsin Vietnam,
US& FCS has carried out much of the activity needed to establish
an effective commercial service presencein anew market. It has
focused resources on key program activities, including developing
contactswith local government officials, helping to establish
complementary U.S. government programsin Vietnam, and
starting to deliver core US& FCS program services. However,
many challengesremain for US& FCSto become an effective,
sustainable presencein Vietnam.

o Greater cooperation is needed in partnering efforts. US& FCS
has devel oped good working rel ationshipswith Viethamese trade
promotion organizationsin Hanoi and Ho Chi Minh City, and has
used them to devel op contactswith local businesses and
government officials. In addition, in Ho Chi Minh City, US& FCS
has used thelocal commercial trade group to recruit Vietnamese
businessrepresentativesto participate in the International Buyer
Program and the post’ s education seminar. Furthermore, US& FCS
hasformed a partnership with the state of Florida, whereby a
contractor worksfor the state out of the Hanoi post and serves
US& FCSinterests part-time. While the relationship between the
US& FCS staff and the state representative is good, the parties
rolesand responsibilities need to be more clearly defined.

@ Commerce OIG Semiannual Report
March 2000



International Trade Administration

o Weak internal control systems raise concern over the use of
funds and government property. US& FCSVietnam has
developed agood system to track itsfinances, but it has not imple-
mented proper internal controlsto prevent fraud, waste, and abuse
of government funds and property. Wefound examples of waste
and abuse with operating and administrative funds, especially with
respect to chargesfor telephone calls. Specifically, in responseto
our questioning, more than $10,000 worth of telephone callswere
identified asbeing personal calls, and reimbursementsto the
government were made. Loose controls over the multiplefinancial
tracking systemsin place at post—those of the State Department,
US& FCS, and I TA—cresate problemsreconciling revenue from
the sale of products and services. In addition, more oversight of
administrative chargeslevied under ICASSis needed to ensure
that US& FCSis paying appropriate costsfor the servicesit
receives. Finaly, lack of controlsover vehiclesand cellular phones
has|led to questionabl e use of government property.

° Underutilized Space in Hanoi and Ho Chi Minh City is of
concern. Each post has more office space than it uses or intends
to usewithin the next few years. Both facilitieswere designed and
built-out under a“business center” concept, justified by expecta-
tionsthat U.S. businesses and other partnerswould collocate with
US& FCS under various short-term arrangements. Such expecta-
tions have not been realized, and no planning for further recruiting
isunderway. In addition, US& FCS sdecision to relocate its Hanoi
operation could have resulted in unnecessary facility costshad we
not questioned some of these costs, causing US& FCSto renego-
tiate its space requirements. In the future, US& FCS needsto
better assess and justify office space requirements overseaswhen
moving into commercial buildings, especially when it basesits
reguirements on plansto share space with potential partners.

We made anumber of recommendations to address our concerns.
US& FCS generally agreed with our recommendations and said that it
appreciated our balanced assessment of the strengths and weaknesses of
one of itsnewest posts. Acknowledging thelapsesin the day-to-day
management of post operations, US& FCS said it had begun taking correc-
tive actionsto address our concerns. (Office of Inspections and Program
Evaluations: IPE-11798)
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France

France, with theworld’ sfourth largest industrial economy, isone of
the United States' most important political, cultural, and economic part-
ners. In 1998 U.S. exportsto France totaled about $18 billion, and imports
were valued at about $24 billion. Franceisthe United States' ninth largest
trading partner and itsthird largest market in Europe (after the United
Kingdom and Germany).

US& FCS seighth largest post isin France, with abudget of
$1.9millionin FY 1999. At the time of our review, the post employed
6 American officers, 22 foreign service national's, and 8 personal services
contractors. According to US& FCS senior officials, until recently
US& FCS France had been considered a productive export promotion post,
with adedicated and professional staff.

In late September 1999, however, the US& FCS Director General
asked the OI G to conduct alimited, quick-responsereview of US& FCS
France, dueto management’ s concerns about administrative, financial, and
management problemsthat had developed in Paris.

Our review focused on identifying the key management, administra-
tive, and financial problemsin Paristhat needed to be addressed immedi-
ately by theinterim SCO, who was temporarily assigned to the post from a
nearby US& FCS post, and by the new SCO and Deputy SCO, who were
to arrive at the post in the coming months. Because of the need for swift
action, the scope of our review did not include the post’ s program opera-
tionsor effectiveness.

We found that the US& FCS officein Parishad avery serious morae
problem, had been operating with an ineffective organizational structure,
and was beset with financial and administrative problems. By most
accounts, the problemswere attributable to the ineffective management
stylesand lack of |eadership and appropriate oversight of two previous sets
of senior managers. Our specific observationswere asfollows:

o Administrative and financial problems and errors were
widespread. Our review of US& FCS France’ sadministrative and
financial practices, transactions, and proceduresuncovered a
significant pattern of errorssince FY 1998. Specifically, adequate
internal controlswere not in place; policies, procedures, and
regulations were not adhered to; multiple errorsoccurredin the
FY 1999 trust fund data; questionabl e expenditures were made;
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unliquidated obligationswere not deobligated; personnel matters
werenot handled appropriately; and relationshipswith the
embassy’ sBudget and Fiscal Office and Personnel Office
deteriorated. These problems had two primary causes: First,
successive management groups paid little or no attention to
administrative and financial operations. Second, the absence of
staff duetolong-term leave and theinadequate training of the
remaining staff left the post’ s administrative group temporarily
short-handed.

o Controls and oversight for credit card purchases were
inadequate. | TA hasnot implemented adequate controls over the
use of credit cardsto ensure that overseas posts stay within funds
authorization limits, expenditures are charged against the
appropriate accounts, only acceptable expenditures are charged,
and procurement regul ations are followed. Recent changes by
ITA’sOfficeof Financia Management, instructing poststo
forward credit card statementsdirectly to the processing center in
Denver, thus bypassing Washington, leave serious oversight gaps.
Without receiving post credit card statements, neither the Office of
Financial Management nor US& FCS headquarters can ensure that
correct accounting classifications have been applied to itemized
expenditures and that posts have not exceeded authorizations. In
reviewing statements for US& FCS France, we found many
expendituresthat had not been authorized by headquartersfor
payment by credit card.

° Reorganization needed to account for vacancies and officer
reassignment. US& FCS France needed to reorganizeits per-
sonnel and functionsin light of resignations, extended vacanciesin
key positions, current overstaffing in the administrative group, and
thereassignment of one of the US& FCS Paris officersto
Toulouse. Other staffing adjustmentswere needed to addressthe
attrition of staff within theindustry groups, the SCO’ sand Deputy
SCO'soffices, and the Commercia Information Center. Finaly,
staff at US& FCS France' sthree constituent posts (Lyon,
Marseilles, and Strasbourg) were being underutilized. Given these
factors, we proposed areorganization of the post’ s personnel,
functions, and reporting relationships. US& FCS France hassince
expanded, improved upon, and implemented our proposal .

® Post staff morale and credibility with other embassy elements
have been damaged. US& FCS headquarterstook anumber of
interim stepsto try to deal with some of the management
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problems at the post. However, considerable damage had already
been doneto staff morale and the post’ s credibility with the
embassy’ sbudget, finance, and personnel offices, and with top
embassy officials. According to post staff, junior officers, and
headquarters officials, previous management groups were
inadequately engaged in post operationsand, when they were
engaged, set unrealistic goals, communicated poorly with the staff,
and failed to provide adequate guidance. While US& FCS
headquarters’ actionswere ultimately unsuccessful, they were
measured responses that eventually supported more serious steps
taken later. We made anumber of recommendationsto address
the remai ning management problems, including measures designed
toimprovethe new post |eadership’ scommunication with the
staff, strengthen its planning and performance measurement, and
increase US& FCS headquarters’ near-term monitoring of the
post’ sinternal operations.

US& FCSofficials said that our draft report was auseful, compre-
hensivereview of the post’ srecent problems and an excellent tool for new
post management and headquartersto use in addressing the problems. The
agency agreed with most of our recommendations and noted that signifi-
cant progress had been made in implementing them. (Office of Inspections
and Program Evaluations: IPE-12428)

Y2K Risk of Interrupted Operations Was Low,
but Day One Planning Needed Improvements

The OIG conducted areview of ITA’seffortsto reduce therisk of
businessinterruptionsin the event that its computer systems’ were unable
to accommodatethe Y 2K century change. Specifically, weexamined ITA’s
Day One plan for managing the critical period from December 30, 1999,
through January 4, 2000, and its contingency plansfor continuing opera-
tionsin the event of computer system failures. Our review reached the
following conclusions.

o The risk of interrupted service was low. | TA’srisk of business
interruption dueto Y 2K system failureswas generally low because
most of the activities supported by computers were not time
critical and, for most potential failures, bureau staff could revert to
other computers or manual operationswithout significantly
degrading performance.
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® The Message Processing System contingency plan needed to be
completed. Thissystem, which sends and receives cablesviathe
State Department’ s cable services, isan important means of
communication for ITA headquartersand worl dwide offices.
Contingency plansfor thissysteminvolved relying on the services of
two other federal telecommunicationsfacilities. Y et, at the time of our
review, amemorandum of understanding with thesefacilitiesto
formalize the contingency arrangements had not been compl eted.

o The Day One plan needed to be updated and validated. | TA'S
plan did not contain the level of detail necessary to carry out an
effective Day Onestrategy, although the bureau said it was updating
its plan with more details. Moreover, ITA needed to vaidateits plan
through an independent review to ensurethat it would work properly.

We made several recommendationsto address the weaknesseswe
identified. ITA agreed toimplement our recommendations beforethe Y 2K
century change, and itsinformation technology systems experienced no 'Y 2K -
related problems. (Office of Systems Evaluation: OSE-12550)

Two Former US&FCS Employees Convicted
of Scheme to Defraud the Government

Two former employeesof US& FCS s Eastern Regional Officein
Baltimore were convicted of making fal se statementsto the government after
an OIG investigation reveal ed their participation in aschemeto defraud the
government by submitting nearly $12,000in falsetravel vouchersand falsify-
ing documentsin an attempt to obtain $1,500 cash awards. Both employees
resigned from federal service during theinvestigation. They were each
sentenced in the U.S. District Court for the District of Maryland to 3 years
probation, and ordered to make full restitution to the Department. (Washing-
ton Field Office of Investigations)

ITA Employee Reprimanded for Accepting Gifts

Aninternational trade specialist received an official reprimand when an
OIG investigation disclosed that over atwo-year period he had repeatedly
accepted mealsand giftsfrom individual swhose businessinterestswere
subject to hisofficial actions. (Silver Spring Field Office of Investigations)
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Development Agency

The Minority Business
Development Agency was
created to help minority-owned
and operated businesses achieve
effective and equal participation in
the American free enterprise
system, and overcome the social
and economic disadvantages that
have limited their participation in
the past. MBDA provides
management and technical
assistance to minority firms upon
request, primarily through a
network of business development
centers. It also promotes and
coordinates the efforts of other
federal agencies in assisting or
providing market opportunities for
minority businesses.
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Audit of FY 1999 Financial Statements

An [PA firm under contract to usissued an unqualified opinion on
MBDA’sFY 1999 financial statements, the fourth consecutive year for
which an unqualified opinion wasreceived. Thefirm’saudit disclosed no
material weaknessesin MBDA'’ sinternal control structure, but did identify
thefollowing two reportable conditions:

o Controlsover the preparation of the statement of budgetary
resources need improvement to ensure that the amounts reported
inthefinancial statements are accurate and supported.

o Controlsover grant expenditure accrual sneed improvement to
ensure that amounts are properly identified and computed.

Thefirm did not identify any instances of noncompliance with laws
or regulations. (Financial Statements Audits Division: FSD-11888-0-
0001)

Internal Controls over Bankcard Use Are Sound

Aspart of itsperiodic reviews of Commerce units use of bankcards,
the OI G conducted an audit to determine whether MBDA wasusing its
bankcardsin accordance with federal and departmental requirements.
During FY 1998, MBDA headquarters completed 462 bankcard trans-
actionsfor atotal of $361,192. We selected arandom sample of 60
transactions, or 13 percent of thetotal, to test for errorsin cardholder
records.

Wefound no prohibited transactions or other improper actions.
Cardholders stayed within their purchaselimits, approvalswere properly
documented, no transactionswere split to avoid single purchase limits,
competitive bidding was sought when required, and cardhol ders properly
secured their cardsto prevent unauthorized use.

We a so found, however, that during FY 1998, MBDA'’ s acting head
contracting officer did not conduct the full annual review of card use
required under the Commerce Acquisition Manual. |nstead, he performed
only limited proceduresto determine whether authorizing officialshad
properly approved selected transactions. We recommended that in the
future, complete annual reviews of bankcard use be conducted. MBDA
agreed to implement our recommendation. (Business and Trade Audits
Division: BTD-12022-0-0001)
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Audit of FY 1999 Financial Statements

For FY 1999, NOAA received, for thefirst time, an unqualified
opiniononall of itsfinancial statements. Thisisan especially noteworthy
achievement considering that in FY 1998 the bureau had received a
disclaimer of opinion on the Statements of Net Cost, Changesin Net
Position, Budgetary Resources, and Financing.

We commend NOAA management and staff on the significant
progress madein strengthening financial management. Theresultsof the
FY 1999 audit, which identified only 4 reportable conditionsand no
material weaknesses, are in marked contrast to the results of the FY 1997
audit, whichidentified 17 reportabl e conditions, 6 of which were material
weaknesses, and the FY 1998 audit, which identified 7 reportable condi-
tions, of which 2 were material weaknesses,

Thefour reportable conditionswere asfollows:

o Accounting for construction work-in-progress should beimproved.
o Information technol ogy processing access control weaknessesand

other financial system deficiencies should be addressed.

o Controlsover monitoring the budget should beimproved.
o Interagency agreement policies and procedures should be
followed.

ThelPA firm conducting the audit under contract to usalso identified
two instances of material noncompliance with laws and regulations:

o Capital leaseswere not fully funded during the year.

o Thebureau’ sfinancial accounting system does not substantially
comply with the Federal Financial Management Improvement Act
of 1996 in that itsfinancial management system does not support
the preparation of timely, accurate financia statements.

Werecognize NOAA’scommitment to preparing high quality, reli-
able, and meaningful financial statements. While progress has been made
in many areas, NOAA needsto addressthe remaining reportable condi-
tions. We encourage NOAA’ smanagement to maintain concerted effortsto
improvetheinternal control structure and thetimely implementation of
correctiveaction.
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The National Oceanic and
Atmospheric Administration
studies climate and global change;
ensures the protection of coastal
oceans and the management of
marine resources; provides
weather services; and manages
worldwide environmental data. It
does this through the following
organizations:

National Weather Service. NWS
reports the weather of the United
States and provides weather
forecasts and warnings to the
general public.

National Ocean Service. NOS
issues nautical and aeronautical
charts; performs geodetic surveys;
conducts research; and develops
policies on ocean mining and
energy.

National Marine Fisheries
Service. NMFS conducts a
program of management,
research, and services related to
the protection and rational use of
living marine resources.

National Environmental Satellite,
Data, and Information Service.
NESDIS observes the environment
by operating a national satellite
system.

Office of Oceanic and
Atmospheric Research. OAR
conducts research related to the
oceans and inland waters, the
lower and upper atmosphere,
space environment, and the Earth.
Office of Marine and Aviation
Operations. OMAO operates
NOAA'’s ships and aircraft and
provides NOAA programs with
trained technical and management
personnel from the nation’s
seventh uniformed service.




National Oceanic and Atmospheric Administration

NOAA
National National
Weather Ocean
Service Service
) Ve ~N
National
Marine Fisheries NESDIS
Service
Ve ) N )
Oceanic and Marine and
Atmospheric Aviation
Research Operations

In connection with the FY 1999 audit, the | PA firm reviewed the
general controlsrelated to the information technology processing environ-
ment associated with NOAA'’ sfinancial management systemsin accor-
dance with applicable sectionsof GAO'sFederal Information System
Controls Audit Manual. Thereview identified weaknessesin five of the
Six review areas set forth in the GAO Manual: (1) entitywide security
program planning and management, (2) access control, (3) application
software devel opment and change control, (4) segregation of duties, and
(5) service continuity. Together, these weaknesses, if not resolved, could
adversely affect the security of the data, programs, and hardware main-
tained at NOAA and have anegativeimpact on both NOAA'’sfinancia
statements and the Department’ s consolidated statements. These weak-
nesses, and the firm’ srecommendationsfor correcting them, weredis-
cussed in aseparate report on systemsissues. NOAA agreed with the IPA
firm’srecommendationsfor addressing the identified weaknesses and
stated that corrective actionswould betaken. (Financial Statements
Audits Division: FSD-11890-0-0001, FSD-11890-0-0002)

NOAA Can Do More to Ensure Competition
in Its Discretionary Funding Programs

During thissemiannual period, the Ol G issued reports on its audits of
the criteria, procedures, and practicesfor soliciting, reviewing, and sel ect-
ing applicationsin FY 1997 for awards under three NOAA discretionary
financia assistance programs:

° Coastal Services Center (National Ocean Service).

° Undersea Research Program (Office of Oceanic and Atmospheric
Research).
o Climate and Atmospheric Research Program (Office of Oceanic

and Atmospheric Research).

The audits were conducted as part of a Department-wide review of
Commerce' sdiscretionary financial assistance programs. Asdiscussed
below, the three programs did not consistently follow competitive proce-
duresin their awards processes.

Coastal Services Center
Through the Coastal Services Center, the National Ocean Service
(NOS) providesfinancia assistanceto universities, state and local govern-

ments, and public nonprofit organizations to support projectsaimed at

Commerce OIG Semiannual Report
March 2000



National Oceanic and Atmospheric Administration

developing ascience-based, multidimensional approach toimproving
environmental quality and promoting the economic growth of the nation’s
coasts. During FY 1997, the center awarded atotal of $2 millionin three
program areasthrough seven new grantsand onerenewal to an existing
cooperative agreement.

Wefound that NOS scriteria, procedures, and practicesfor the
solicitation, review, and selection of applicationsfor funding under its
information resources program areaand its coastal and environmental
technology commercialization program areadid not comply with statutory,
departmental, or NOAA requirements. Specifically, NOS did not:

o Develop and publish merit-based evaluation criteriaagainst which
applicationsfor financia assistance could bereviewed.

o Publish the required notice in the Federal Register announcing the
availability of funding, soliciting applications, and specifying the
criteriaand processto be used in selecting awardees.

o Comply with the requirementsthat all awards be madethrough a
competitive review process, unlessawaiver isabtained, and that
the process meet certain minimum departmental standards.

In addition, the two awards made in these areas were made on asole
source basiswithout appropriate supporting documentation.

NOS generally followed competitive proceduresin making six awards
in FY 1997 under the coastal management fellowship program area,
althoughit failed to maintain panel members’ review formsand other
documentation asrequired.

Not following required competitive proceduresincreases the potential
for NOS to make questionabl e or inappropriate noncompetitive awards.
The agency also risksforgoing the receipt of research proposalsfrom a
broad range of eligible applicantsand may thereby missout on opportuni-
tiesto improvethe quality and effectiveness of its programs.

Wead sofound that NOAA’ s Grants Management Division did not
guestion either NOS' slack of competitive award proceduresor the
appropriateness of thejustificationsfor its noncompetitive awards.

One of our recommendations was that NOS ensure that Coastal
Services Center awards are made through acompetitive, merit-based
process, unless otherwise mandated by law or adequately justified. We
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provided specific guidance on the elementsthat should beincluded in such
aprocess. We also recommended that panel members' review formsand
other important aspects of the sel ection process be adequately docu-
mented. Finally, we recommended that the Grants Management Division
requirethat grants officer reviews of proposed noncompetitive awards
include procedures designed to objectively determine compliancewith
Department and NOAA competitive requirements.

NOAA generally agreed with our recommendations and stated that it
isreviewing all financial assistance programsto determine which noncom-
petitive awards can be competed. (Atlanta Regional Office of Audits:
ATL-11000-0-0001)

Undersea Research Program

Through its Undersea Research Program, the Office of Oceanic and
Atmospheric Research (OAR) fundsadvanced underseaexploration,
sampling, observation, and experimentation to promote the wise use of
oceanic, coastal, and large lake resources. During FY 1997, the program
awarded four new grantsand ninerenewal and supplemental amendments
to existing grants, for atotal of nearly $10.9 million. All 1997 awardswere
made noncompetitively in responseto unsolicited proposals.

Wefound that OAR’ scriteria, procedures, and practicesfor the
solicitation, review, and selection of UnderseaResearch Program award
recipientsdid not fully comply with departmental requirements. Instead of
admini stering the program as a competition-based financial assistance
program, as required by departmental guidance, OAR selected the awards
on asole-source, noncompetitive basiswithout the required justifications
to support such actions. Our primary findingswere similar to those
discussed abovein referenceto the Coastal Services Center program.
Specificaly, OAR did not:

o Develop and publish merit-based evaluation criteriaagainst which
applicationsfor financia assistance could bereviewed.

° Publish the required noticein the Federal Register, specifying the
criteriaand processto be used in selecting awardees.

o Comply with the requirementsthat all awards be madethrough a
competitive review processthat meets departmental standards.
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Theeffects of OAR’ sfailureto follow competitive proceduresare
the same asthose discussed above—namely, anincreasein the potentia
for making questionable awards and aloss of the opportunity to increase
the program’ seffectiveness.

Andwe again found that the Grants Management Division did not
guestion OAR'’ slack of competitive procedures or thevalidity of the
noncompetitive awards.

Our major recommendation for the Undersea Research Program was
the same asfor the Coastal Services Center: OAR should ensure that
program awards are made through acompetitive merit-based process,
unless otherwise mandated by law or adequately justified, and that the
award process complieswith Department policies and procedures. More-
over, we again recommended that the NOAA Grants Management
Division'sreviews of proposed noncompetitive awardsinclude procedures
designed to determine compliance with competitive requirements.

In responseto our report, NOAA expressed itscommitment to
ensuring that itsdiscretionary programs are consi stent with departmental
policy, and agreed with our recommendation that proposed noncompetitive
awardsbe effectively reviewed. It disagreed, however, with our conclu-
sions and recommendati onsregarding awards made under the Undersea
Research Program, contending that the program does not operate asatrue
discretionary program becauseitsexistenceisentirely attributable to
congressional action. In addition, the agency stated that such factorsasan
applicant’ s specialized facilities or equipment, or substantial project
investment, arevalid reasonsfor noncompetitive selection.

With respect to NOAA'’ s assertions, we note that the FY 1997
appropriations process did not all ocate program fundsto any specific
recipients, which indicates that the agency’ sauthority to independently
determinetherecipientsand funding levelsfor program awardswas not so
severely limited asto effectively eliminateitsdiscretion. At the sametime,
we recognize that departmental policy allowsfor noncompetitive awards
under certain circumstances. However, the awards we questioned were not
justified by such circumstances, but by the unsupported rational e that each
recipient wasthe only source that could meet program requirements.
(Atlanta Regional Office of Audits: ATL-11654-0-0001)
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Climate and Atmospheric Research Program

Through the Climate and Atmospheric Research Program, OAR
providesfinancia assistanceto improvethe nation’ sability to observe,
understand, predict, and respond to changesin the global environment. In
FY 1997, OAR made 169 awards for $35.1 million. We examined 92 of
these awards, totaling $28.8 million. On a positive note, we found that
OAR had appropriate merit-based proceduresfor evaluating proposal sthat
were consistent with the objectives of the competitive program, used an
application solicitation process that was adequate to obtain anationwide
response, and devel oped review and selection proceduresthat, if followed,
were sufficient to provide acompetitive, independent, and qualified review
of each application. However, we also noted that OAR:

o Treated |ettersof intent like full proposals by evaluating them
against established criteria, but did not ensure that each | etter of
intent received an independent, objective review by one or more
review panelsconsisting of at least three people.

o Did not consistently follow established proceduresin evaluating
and documenting application reviews, including the requirement to
adequately justify decisionsto fund lower-rated proposals over
higher-rated ones.

o Did not provide adequate written justificationsfor funding two
specific noncompetitive awards.

Asaresult, OAR cannot provide reasonabl e assurance that financial
assistance awards made under the program were merit based or that
NOAA'’spolicy of seeking maximum competition was met.

We recommended that OAR ensurethat (1) all proposals, including
letters of intent, areindependently and competitively evaluated, with
selection decisionsjustified and adequately documented in the proposal
files, (2) reasonsfor selecting lower-ranked proposals are thoroughly
explained and documented, and (3) documented market searchesare
performed to verify that thereis only one source for anticipated sole
source awards. Finally, having again found the NOAA Grants Management
Division’ soversight of the program to beinadequate, we made the same
recommendation that grants officer reviews of proposed noncompetitive
awardsinclude procedures designed to determine compliance with com-
petitive requirements.
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NOAA agreed that itsreviews of proposed awards under this pro-
gram should determine compliance with Department and NOAA competi-
tive requirements. However, it disagreed with our findings on application
review procedures and award justifications. It believesthat OAR’ sactions
werein compliancewith NOAA and Department policy and responsiveto
the research needs of the program. (Seattle Regional Office of Audits:
STL-10949-0-0001)

Internal Controls Over User Fees
Needed Improvement

NOAA receives most of the funding needed to support itsprograms
from no-year appropriationsand user fees, which arelevied onindividuals
or businesses directly benefitting from, or subject to regulation by, a
government program or activity. User feesarelevied under the principle
that those who receive benefitsfrom governmental servicesbeyond those
that accrueto the general public should bear the cost of providing the
services. For example, the National Ocean Service sellsnautical chartsto
mariners, the National Weather Service sellsweather datato the private
sector, and the National Marine Fisheries Service chargesthe seafood
industry for voluntary inspection and certification services.

The OIG conducted an audit to determine whether NOAA was
appropriately reviewing, charging, and reporting itsuser fees. However,
because NOAA could not provide accurate and complete accounting
information about itsuser fee activities, welimited our audit to an evalua-
tion of the bureau’ saccounting controlsfor itsuser feesand itsbiennia
review process. Our specificfindingswereasfollows:

o NOAA needs to ensure that it has accurate, complete
information on user fees. NOAA could not provideinformation
from acentral source on al of its products and services subject to
user fees. Instead, the information was provided piecemeal from
10 organizationswithin four or five of NOAA’sline offices, and
much of theinformation provided wasincomplete and inaccurate.
Without accurate, complete, and timely accounting information
regarding itsuser fee activities, NOAA can neither ensurethat
decisions affecting the efficiency and effectiveness of itsopera-
tions are made on a sound basis nor adequately disclose the extent
of itsuser fee activitiesin such decision-making tools asits annual
financia statements.
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o NOAA needs to enforce its biennial review policies and
procedures. The CFO Act and OMB Circular A-25 require
federal agenciesto review their user feesbiennially and make
recommendations on revising the feesto reflect costsincurred.
Our audit revealed that the NOAA line officesreporting user fees
either did not perform thorough reviews or could not provide
adequate documentation that they had done so. The officesdid
not comply with NOAA'’ srequirement that they submit to the
bureau’ s Finance Office compl ete lists of the special productsand
services subject to user fees, and the Finance Office did not
conduct the required random audits of unit pricesincluded on the
lists submitted by the line offices. Unlessthese policiesand
procedures arefollowed, NOAA, the administration, and the
Congress cannot be assured that the bureau’ suser feesare
sufficient to recover thefull cost to the government of providing
the products or services.

Werecommended that NOAA reviseits policies and proceduresto
require each line and staff officeto submit annually to the Finance Officea
list of all special products and services, aswell as certain information
concerning such products and services, and a statement certifying the
accuracy and completeness of theinformation. We a so recommended that
NOAA enforcefederal and bureau requirementsregarding the biennial
reviewsof user fees, lists of products and services subject to user fees,
and random audits. NOAA generally agreed with our recommendations
and stated that the Finance Officeisrevising its policies and proceduresto
ensure compliance with requirements. (Science and Technology Audits
Division: STD-11881-0-0001)

Former Senior Executive Convicted
of Witness Tampering in EEO Matter

In October 1999, asenior NOAA employee was convicted of two
misdemeanor counts of tampering with awitness, after he paid $1,000 to
the complainant in asexual harassment matter in an effort to persuade her
to withdraw her equal employment opportunity complaint against him.
Under the terms of a plea agreement, the employee also agreed to resign
immediately from federal service.

The conviction wastheresult of ajoint OIG/FBI investigation,
initiated when the complainant reported to the OI G that the senior
employee had offered to give her whatever shewanted if shewould tell
the EEO counselor handling her complaint that she had lied about the
alleged harassment. When he contacted her again about the matter, the
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complainant agreed to accept $1,000, and ameeting was arranged. |mme-
diately after passing the cash to the complainant, the senior employee was
arrested by OIG and FBI agentswho were monitoring the transaction.
Further investigation reveal ed that he had also attempted to dissuade
another employee from testifying against himin the EEO proceeding. On
February 14, 2000, he was sentenced in U.S. District Court for the District
of Columbiato 5years' probation, 6 months’ monitored home detention, a
$2,000 fine, and 100 hours of community service. (Silver Spring Field
Office of Investigations)

National Weather Service Had Low Risk
of Y2K Disruptions and Was Well Prepared

Inreviewing the National Weather Service' seffortsto prepareits
computer systemsfor the Y 2K century change, we found that its risks of
Y 2K-induced interruptionswerelow for threereasons: First, weather
systemsrarely use datathat includes ayear. Second, NWS had experience
inusing itswell-documented, in-depth contingency plansfor maintaining
continuous operations. Third, NWS had adequately tested its ability to
receive and send weather data both internally and with the domestic and
international partnerswith whom it exchangesdata. Moreover, NWS's
eight national mission-critical systems—which had undergonethorough
testing and retesting—were not due for upgrades before the end of the
year, and the four systemsit usesto notify the public of severe weather
conditions had been confirmed to be Y 2K compliant.

Thegreatest Y 2K risk that we identified was the possibleloss of
international weather datafrom countriesat risk of Y 2K failures. How-
ever, NWShad developed contingencies, including alternate data sources
and transmission paths, to compensate for theloss of this data. Because
we found no significant weaknessesin NWS'sY 2K program, we made no
recommendations. (Office of Systems Evaluation: OSE-12313)

Internal Controls over Research Facilities’
Bankcard Programs Need Improvement

Aspart of itsperiodic review of Commerce units' use of bankcards,
the OI G conducted audits of the bankcard programs of several NOAA
research facilities. One audit examined bankcard transactions at the
Southeast Fisheries Science Center sitesin Miami and Panama City,
Florida. A second audit looked at transactions at two environmental
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research laboratoriesin Boulder, Col orado—the Space Environment
Center and the Environmental Technology Laboratory. Wereviewed a
random sample of FY 1998 transactions at both sets of facilities.

Our auditsfound deficienciesin each of thefacilities implementation
of the bankcard program, resulting in weaknessesin internal controlsand
instances of noncompliance with federal and departmental requirements.
Thefollowing deficiencieswere noted both at the fisheries science center
sitesand at the Boulder labs:

o Not all cardholderswere using the required purchase order log for
bankcard transactions.

o Cardholderswere not always obtai ning or documenting the
required preapproval of bankcard purchases.

o Cardhol derswere not aways properly controlling and accounting
for accountable property purchased with bankcards.

o Not all cardholderswere storing their bankcardsin asecure
location.
o Many cardholders had not received the required training on the

useof bankcards.

At thefisheries science center sites, the controls over accountable
property were so seriously inadequate that officials could not account for
65 pieces of computer equipment worth atotal of $293,000. We also
found that some of the center’ s cardholders had all owed unauthorized
personsto usetheir bankcards, some bankcard purchase recordswere
missing, and some cardholders had failed to routinely request a salestax
exemption. Moreover, the center needed to reassess the status of 10
cardholderswho did not usetheir bankcardsduring FY 1998.

The Boulder l1abslacked controlsto prevent cardholdersfrom
splitting bankcard purchases, aswell as controlsfor bankcard purchases
related to contractswith other federal agencies.

We made recommendationsto addressthe internal control weak-
nessesweidentified. NOAA agreed with all of our findings and recommen-
dations. It also reported that the 65 pieces of unaccounted for computer
equipment had been located and the property records reconciled. (A¢lanta
Regional Office of Audits: ATL-11860-0-0001; Denver Regional Olffice of
Audits: DEN-11627-0-0001)
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Nonfederal Audit Did Not Disclose
Certain Reportable Conditions

The OIG performed aquality control review of an audit conducted
by anonfederal auditor of a Floridanonprofit organization that conducts
scientific research to promote the devel opment of commercial fisheriesin
the Gulf of Mexico and South Atlantic Ocean. The organization’ sprimary
support consists of NOAA awards and contracts, which total ed approxi-
mately $892,000 in the year ended June 30, 1998. Asthe oversight agency
for the organization, we performed our review to determine whether the
audit was conducted in accordance with government and generally
accepted auditing standards and whether the audit report met therequire-
ments of OMB Circular A-133.

Our review found that although the auditor’ sworking papers sup-
ported the audit report, the audit did not disclose certain reportable condi-
tionsrelating to the administration of federal awardsand federal financial
reporting. Specifically, theauditor did not disclosethat the organi zation had
an ineffective cost allocation system; had an ineffectivetimetracking
system; and did not properly identify the various awards and contracts
received from NOAA and failed to make an accounting distinction between
thefinancial assistance awardsand fixed-price contracts.

We recommended that, in future audits, the auditor disclose report-
ableconditionsfor al ineffectiveinternal controlsover major programs
and financial reporting, and eval uate whether the reportable conditions
should be classified as material weaknesses. The auditor did not agree that
therewere any reportabl e conditions concerning the organization’ sinternal
controlsover financial reporting. The auditor asserted that, based on the
termsincorporated inthe NOAA awards and contracts, the fundswere
properly expended and outcomes were accomplished and reported to the
satisfaction of NOAA. We continue to maintain that theinadequate cost
allocation and time tracking systems were reportable conditionsthat should
have been disclosed.

We a so recommended that NOAA (1) decide whether to fund the
organization’ sindirect costs, which are being inaccurately reported as
direct costs, and (2) direct the organization to submit an indirect cost
allocation plan to the OI G for approval and requirethat effective systems
for alocating costs and tracking employees’ time beimplemented before
making any future awardsto the organization. (Atlanta Regional Office of
Audits: ATL-11936-0-0001)
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NOAA Cooperates with Other Agencies in
Hurricane Research and Forecasting

The OIG conducted asurvey to determine the breadth of coordina-
tion and cooperation among federal and nonfederal agenciesin hurricane
research and forecasting. Specifically, we sought to determine whether the
results of hurricane research being conducted outside of NOAA arebeing
used to improve the accuracy and timeliness of National Weather Service
forecasts.

Inreviewing the activitiesof NOAA’s Office of the Federal Coordina-
tor for Meteorological Servicesand Supporting Research, wefound that
coordination and cooperation do exist between NOAA and the other three
major federal agenciesthat conduct hurricane research and forecasting—
theNational Science Foundation, the National Aeronauticsand Space
Administration, and the Navy.

The Office of the Federal Coordinator overseestheimplementation
of hurricane research through the National Hurricane Operations Plan and
hoststhe annual Interdepartmental Hurricane Conferenceto providea
forum for federal agenciesand representatives of user communitiesto
review the nation’ s hurricane forecast and warning program. Other confer-
ences, such asthe Nationa Hurricane Conference, provide forumsfor
federal and nonfederal agenciesto shareinformation. In addition, federal
agencies have representatives on the Office of the Federal Coordinator’s
committees, and both federal and nonfederal agenciesare represented on
working groups of NOAA’sU.S. Weather Research Program.

Because our survey reveal ed no significant problems, we closed out
the assignment without issuing an audit report. (Denver Regional Office of
Audits)

Employee Sentenced for Imprest Fund Theft

In the September 1999 issue (see page 54), we reported on the theft
conviction of aformer NOAA employee who had obtained more than
$7,000 from an agency imprest fund by submitting 57 fal se vouchersfor
payment. On December 17, 1999, she was sentenced in U.S. District
Court for the District of Maryland to 3 years' probation, and ordered to
make restitution to the Department in the amount of $7,175. (Financial
Fraud Division)
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Meteorologist Suspended for
Conducting Private Business at Work

An NWS supervisory meteorol ogist was suspended without pay for
two weeks asthe result of an OI G investigation which found that hewas
conducting aprivate business on official time using government computer
equipment. (Denver Field Office of Investigations)

Audit Reports Unresolved for Over Six Months

Asof March 31, 2000, two performance audit reports had recom-
mendations unresolved in excess of six months.

Light Aircraft Operations

Thefirst performance audit report, Light Aircraft Fleet Should Be
Privatized, STD-9952-8-0001 (see September 1998 issue, page 44),
recommended that NOAA cease operating itseight fixed-wing light aircraft
and three helicopters and release them, along with related spare parts. We
also recommended that NOAA discontinue all interagency reimbursable
work related to NOAA-owned fixed-wing light aircraft and helicopters. We
added that, pending discontinuance of the reimbursablework, NOAA
should compl ete current interagency agreementsin accordance with its
policy of full cost recovery, reviseitshilling practicesto achievefull cost
recovery, and seek reimbursement of the unrecovered full cost balanceson
all pending reimbursable projects.

NOAA did not concur with most of our findings and recommenda-
tions. NOAA believesthat discontinuing use of the aircraft would compro-
miseitsability to continue uninterrupted data collection effortsrequired to
protect livesand property, and would increase therisk of accidents and the
cost of aircraft support. In addition, NOAA did not agree with our recom-
mendation to recover full costs, noting that cost sharing and waiving of
overhead costsare appropriate for interagency agreementsthat are benefi-
cial to NOAA, and that interagency agreements have proved to be cost-
effectivein meeting some of its data collection needs. NOAA also believes
that our audit report overstated itsaircraft costs by $1.3 million and that its
light aircraft are cost-competitive.

After thoroughly reviewing NOAA’ s audit action plan prepared in
responseto our final report, we reaffirmed our conclusion that thefull in-
house cost to operate NOAA'’ sfleet of 10 light aircraft averaged 42 percent
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more than the cost to contract for similar private-sector aircraft that can
provide equivalent services. We also reaffirmed our conclusion that
NOAA'’sAircraft Operations Center isnot recovering thefull cost of work
that it performs under reimbursable agreements with non-Commerce
government agencies.

NOAA officials subsequently entered into aconsulting contract to
obtain an analysisof itsaircraft fleet. The analysisincluded areview of
light aircraft costs and the coststo contract for similar private-sector
aircraft servicesand support. We have continued to work closely with
NOAA toresolvethismatter, including providing commentson the
contractor’ sdraft report and meeting with the Director, Office of Marine
and Aviation Operations. Based on our meetings and the contractor’s
report, NOAA isredrafting itsaudit action plan.

NMFS Laboratory Structure

The second unresolved performance audit report, NMF'S Laboratory
Structure Should Be Streamlined, STL-8982-8-0001 (see March 1998
issue, page 39), recommended closing several |aboratory facilitiesand
transferring their programs and personnel to other NMFSlaboratoriesin
order to streamline operations and achieverelated cost savings. We a so
recommended that one laboratory and most of its programsbetransferred
to the state of Maryland, and that the proposed Santa Cruz, California,
facility be expanded to accommodate programsand personnel from
another Californialaboratory. In addition, we differed with NMFS splans
to transfer some programs from a Seattle laboratory to the proposed Auke
Capefacility in Alaska.

NOAA disagreed with our findings and recommendations. At our
regquest, NOAA submitted arevised audit action planin November 1998,
but did not changeitsinitia position. We have continued to explore options
toresolve our differences. With one exception, we have agreed that it is
not feasible at thistimefor NOAA to implement our original recommenda-
tions. Asappropriate, wewill revisit theissue of enhancing the efficiency
of the NMFS|laboratory structure. For one laboratory, the La JollaL abora-
tory, we continue to be concerned about its structural safety. NOAA has
agreed to have the Department’ s Office of Real Estate Policy and Major
Programs make an assessment of that facility. We are awaiting the results
of the assessment, which is scheduled for April 2000.
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Audit of FY 1999 Financial Statements

In an audit conducted by an IPA firm under contract tous, NTIA
received an unqualified opiniononitsFY 1999 financial statements,
representing the bureau’ ssixth straight year of unqualified opinions. The
audit identified no reportabl e conditions or instances of material noncom-
pliance with laws or regulations. (Financial Statements Audits Division:
FSD-11891-0-0001)

Tribe Violated Procurement Procedures in
Managing Award to Establish Radio Station

INn 1995 NTIA awarded a Public Telecommunications Facilities
Program grant for $297,985 to a Native American tribe to establish a
noncommercial, educational FM broadcast station on areservationin
Wyoming. The award period was from September 1, 1995, through
July 31, 1999, at the time of our review, but was later extended to
October 31, 2000. The grant required the tribe to provide a $99,329
matching share, bringing thetotal estimated project cost to $397,314.

An OIG audit of the grant found that the tribe’ s accounting and
financial management systemswereinsufficient to properly administer the
award. Our specificfindingswereasfollows:

o Violations of procurement procedures resulted in questioned
costs. We questioned atotal of $84,404 because thetribe (1) did
not use competitive procurement proceduresfor selecting the
project engineer or justify why such procedureswere not used,
(2) purchased equipment from sol e source vendors without
justification, (3) purchased equipment from other than thelow
bidder without adocumented justification, and (4) paid for aradio
tower that has not yet been erected.

o Inadequate disbursement controls. Thetribe madetwo dis-
bursementstotaling $181,228 without supporting documentation.
These actions contradicted the internal control policies set forthin
thetribe' spersonnel and procurement manual.

° Inadequate equipment controls. Contrary toitsmanual, the
tribedid not conduct an annual inventory of project equipment
and did not have adequate internal controlsto safeguard the
equipment. In fact, we observed that most of the equipment was
in the possession of aconstruction company that was owed
money by the tribe under a contract, and some of the equipment
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was exposed to the elements, at risk of damage. NTIA later
informed usthat the equipment had been installed and wasin use
at theradio station.

Werecommended that NTIA disallow $84,404 of questioned costs and
seek recovery of $63,303 of excessfederal disbursements. Because of the
deficienciesin thetribe sinternal control structure, we also recommended
that any remaining grant funds be disbursed only through the reimburse-
ment method of payment. Finally, we recommended that NTIA, asa
condition for any future award, require thetribe to useits documented
system of internal controls. (Denver Regional Office of Audits: DEN-
10736-0-0001)
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Audit of FY 1999 Financial Statements

In an audit conducted by an IPA firm under contract to us, PTO
received an unqualified opinion onitsFY 1999 financial statements,
marking the sixth straight year of unqualified opinionsfor the bureau. The
firm found no reportable conditionsrelated to PTO’ sinternal control
structure, and itstests of compliance with laws and regul ations disclosed
no instances of noncompliance.

In connection with the FY 1999 audit, the firm performed afollow-
up review of the general controlsrelated to the information technol ogy
processing environment associated with PTO’ s Revenue Accounting and
Management System in accordance with applicable sectionsof GAO'’s

The Patent and Trademark Office
administers the nation’s patent and
trademark laws. Patents are
granted, and trademarks
registered, under a system
intended to provide incentives to
invent, to invest in research, to
commercialize new technology,
and to draw attention to inventions
that would otherwise go unnoticed.
PTO also collects, assembles,
publishes, and disseminates
technological information disclosed
in patents.

Federal Information System Controls Audit Manual. Thereview identified
additional opportunitiesfor improvement, asweaknesses continued to exist
infour of the six review areas set forth in the GAO Manual: (1) entitywide
security program planning and management, (2) access control, (3) system
software, and (4) service continuity.

These types of weaknesseswould normally affect the security of the
data, programs, and hardware maintained at PTO and have anegative
impact on both PTO’ sfinancial statements and the Department’ s consoli-
dated statements. However, PTO has strong controls to compensate for
these weaknesses, so thefirm did not consider them to constitute a
reportable condition initsReport on Internal Control.

Theweaknesses, and the IPA firm’ srecommendationsfor correcting
them, were discussed in aseparate report on systemsissues. PTO agreed
with the recommendationsfor addressing the identified weaknessesand
stated that corrective actionswould betaken. (Financial Statements
Audits Division: FSD-11893-0-0001, FSD-11893-0-0002)

Y2K Continuity and Contingency Plan Was
Sound, but More Risk Mitigation Was Needed

In December 1999, the OI G issued the second of two reportson
PTO'sY 2K readiness efforts. Thefirst report addressed PTO’ srenova-
tion, replacement, and testing of selected critical systems (see September
1999 issue, page 60). The second report examined the bureau’ sbusiness
continuity and contingency plan.

BCCPsare designed to safeguard an agency’ s ability to producea
minimum acceptablelevel of outputsand servicesin the event of failures
of mission-critical information systemsand services. They alsolink risk
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management and mitigation effortsto the agency’s Y 2K program and help
to identify alternative resources and methods needed to operate the
agency’ s core business processes.

We concluded that PTO had prepared acomprehensive Y 2K BCCP,
but the plan needed several additional elementsto better ensure continuity
of operationsand services should Y 2K problemsarise. Specifically we
found that:

° Minimum acceptable levels of outputs and services needed to be
documented.
° Specific sources and milestone dates for acquiring BCCP

resources needed to beidentified.

) Test plans needed to be further developed, test teams established,
and tests executed to validate contingency plans.

° Risk mitigation procedures were needed for high-risk periods.
o The BCCP needed to be reviewed for potential legal issues.

PTO took actionsto implement all of our recommendationsfor
strengthening its BCCP. (Office of Systems Evaluation: OSE-11693-2)

Trademark Trial and Appeal Board Is Taking
Actions to Reduce Its Large Case Inventory

The OI G conducted an audit of PTO’s Trademark Trial and Appeal
Board to assess how well it has managed its casel oad and determine how
best to reduceitslargeinventory of cases. Asof May 1999, pending cases
at the board totaled 12,300, up from about 8,000 at the end of FY 1995.
Meanwhile, the time taken to process a case had increased from 22.5to
43 weeks. Thelarge caseinventory resulted from several factors, including
anincreasein issued trademarks, case requirements and workload assign-
ments, performance standardsfor board attorneys, and the quality of
administrative assi stance.

Board officialshad already initiated or considered corrective actions
on theseissues, in part based on the actions taken by PTO’ s Board of
Patent Appealsand Interferencesin response to 21998 OIG audit (see
September 1998 issue, page 64). Among these actionswere hiring more
judges and attorneys, delegating signatory authority to lower level staff,
delegating some work done by attorneysto paralegals, having certain
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actions adjudicated by one judge rather than athree-judge panel, develop-
ing mechanismsto obtain performance dataon legal assistants, and hiring a
manager to relievethe Chief Judge of some of his considerable administra-
tiveduties.

Asaresult of the comprehensive actions being taken by the board,
we concluded our audit without issuing areport. In aDecember 16, 1999,
memorandum to the PTO Commissioner, we did, however, maketwo
suggestionsto expand on actions already in progress:

° A lack of specific performance standards had contributed to ahigh
inventory of casesinvolving motionsfor summary judgment,
which are complex, time-consuming mattersfor attorneysto
handle. Because their performance plans did not dictate which
type of motion takes priority, attorneys have tended to concentrate
on processi ng simpler uncontested motions, thus delaying the
disposition of summary judgment motions. We suggested that the
board consider modifying attorney performance plansto promote
the expeditious resol ution of summary judgment cases.

° Theboard’ sstrategic plan did not include specific goalsfor
reducing theinventory to amanageablelevel. The Government
Performance and Results Act specifiesthat an agency’ sannual
performance goal s should define an obj ective, measurabl e target
level of performancefor each program activity. We suggested that
the board modify its strategic plan to include specific goalsfor
reducing theinventory and identify additional measures needed to
meet the goals. (Business and Trade Audits Division)

Large Patent Preexamination Backlog
Eliminated and Cycle-Time Goal Met

Inan audit of the effectiveness of PTO’ s Office of Initial Patent
Examination (Ol PE), the OI G focused on determining the size of the
backlog of patent applications awaiting examination and the reasonsfor the
substantial increasesin that backlog inlate 1997. Our audit disclosed that
OIPE had completely eliminated the backlog as of December 1998,
thereby meeting its cycle-time goal of 30 daysfor thefirst time since 1995.
Thisrepresented a considerabl e achievement for Ol PE since the backlog
had swelled to 90,000 applications as of November 1997, resultingin an
average cycletime of 141 days. Because of thisdramatic improvement in
OIPE’ soperations, wedid not issue an audit report.
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In aDecember 7, 1999, memorandum to the PTO Commissioner,
wedid identify several minor issuesthat warranted management attention.
To address these issues, we suggested that PTO strengthen the OIPE
quality assurance program and increase customer satisfaction with the
preexamination process by:

° Establishing quality goals, increasing employee accountability and
incentivesfor quality, and reporting employee errors separately
from production levels.

o Improving the output reporting and filing receipt correction
processesto quickly analyze and correct errors when they occur,
and devoting sufficient personnel to detecting and correcting
errors.

° Improving communicationswith customers through an enhanced
OIPE page on the PTO web site and upgrades to the OI PE
telephone system. (Business and Trade Audits Division)
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ATP Focused Program Needs Better
Documentation of Selection Process

Investments under NIST’s Advanced Technology Program (ATP)
areintended to help U.S. companies accel erate the creation and commer-
cidization of highly innovative technologieswith strong potential for
generating broad-based economic benefitsfor the nation. ATPrelieson
companiesto submit proposalsfor technol ogy development projectsin
response to two types of announced competitions: general competitions,
open to proposalsin al areas of technology, and focused program compe-
titions, which support specific, predefined technology and businessgoals.
During FY s1994-98, most ATP funding was awarded through focused
program competitions. In FY 1998, ATP made 23 awardstotaling
$50 millioningeneral competitionsand 56 awardstotaling $184.5 million
infocused program competitions.

Under the focused program, ATP solicits “white papers’ (proposed
ideas) from companiesand industry groups on technol ogy areasfor
consideration. When ATPidentifiesincreasing interest fromindustry ina
particular area, an ATP manager isassigned to devel op the proposed ideas
into aplan for afocused program that addressesfour criteria: (1) potentia
for U.S. economic benefit, (2) good technical ideas, (3) strong industry
commitment, and (4) the opportunity for ATP fundsto make adifference.
When the program manager decidesthat aproposal issufficiently well
developed, it is presented for consideration to agroup of external review-
ers, who help ATP senior management decide which programsto fund.
Thefinal decisionismade by the ATP director.

After the OIG began its audit of the ATP focused program, NIST
decided to suspend focused competitionsin FY 1999 infavor of holding
onegeneral competition opento all areas of technology. Nevertheless, we
completed our audit because ATP indicated that it might resume focused
competitionsin thefuture.

Our audit reveal ed that although ATP hasimproved itsfocused
program sel ection process over time, it needsto do a better job of docu-
menting it. Specificaly:

o It was not always possibleto trace the documentation for selected
programs back to the original white papers. Asaresult, wewere
unableto determinewhether all white papersreceived weregiven
appropriate consideration.
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o Although ATP management uses outside reviewersto help select
the best focused programs, not all reviewerswererequired to
formally rank or score the program presentations. A formal
ranking and assessment of thefour selection criteriaare essential
to provide assurance that ATP has objectively evaluated the
program proposals.

o The ultimate decision to establish afocused program ismade
solely by the ATP director with no documentation to show why
one proposal was chosen over another. ATP should document its
justification for selecting afocused program to improveinternal
controlsand provide credibility to the selection process.

We made recommendations to address our concerns about the lack
of documentation. In response to our draft report, NI ST disagreed that
documentation of white papersand reviewer evaluationswaslacking, but
provided no evidenceto refute our finding. Asaresult, we reaffirmed our
original findings and recommendationsin thefinal report. (Science and
Technology Audits Division: STD-11113-0-0001)

Management of ATP Intramural
Research Program Can Be Strengthened

Through cooperative agreements, NI ST’ s Advanced Technology
Program assists private companiesin carrying out research on high-risk
technologiesthat will enablethem to devel op products, services, and
manufacturing techniques. The ATP statute allows the program to use up
to 10 percent of itsappropriation internally for intramural projects, which
consist of standards devel opment and technical activitiesin support of
ATP smission. In FY 1998, ATP sappropriation was $192.5 million, and
it funded 114 intramural projectsfor $13.8 million.

An OIG audit of the ATP intramural research program found that the
criteria, procedures, and practicesfor the solicitation, review, and selection
of intramural projects appear to be designed to result in funding decisions
that meet the ATPlegidative requirements. One of theserequirementsis
that program managers avoid any projectsthat give undue advantage to
specific companies. To meet thisrequirement, ATP officialsrevised the
project selection criteriain FY 1997 to emphasize generic research that is
not directed toward solving a specific company’ s problems, but rather
toward producing industrywide benefits.

Our review of the 114 FY 1998 project filesidentified the following
opportunitiesfor improving theintramural research program:
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o Formal policies and procedures for intramural projects
should be updated. The program’ swritten guidance, which dates
back to 1993, does not reflect the current process. Moreover, to
ensurethat all NIST scientistsare aware of the availability of
intramural funds, the updated guidance should beincluded inthe
NIST Administrative Manual.

o Policies and procedures emphasizing generic research and
requiring approval of collaboration should be followed. We
found that for 14 projects, the research appeared to be closely
linked to aspecific ATP grant, and for 15 projects, NIST scientists
did not obtain approval for their outside collaborations.

° Project performance should be evaluated. Wefound little
evidencethat ATPisevaluating the performance of itsintramural
projects. Without such evaluations, performance problems cannot
be adequately addressed, and managers cannot assessthe
effectiveness of their decisions.

° More effective methods for disseminating research results
could increase program impact. For example, two of thethree
ATP granteeswe contacted were unaware of potentially beneficial
research. Although thissmall sampleisnot statistically significant,
it rai ses concerns about the adequacy of ATP spractice of relying
onworkshops and conferencesto publicize theresultsof intra-
mural projects.

° Project files should contain documentation of management
decisions and significant events, as well as copies of needed
approvals. Without such documentation, ATP managers cannot
demonstrate that they are properly monitoring the projects and
ensuring that al approvals have been obtained beforefundsare
released.

We made anumber of recommendations to address our concerns.
NIST agreed that it needed to clarify which types of collaborations need
approval, provide additional training to scientistson the policiesand
procedures governing generic research and collaborations, and ensure that
all final reportsincludeinformation needed to eval uate performance.
However, with regard to the remaining recommendations, NIST did not
agree or disagree, but stated that it would take them under advisement. We
will addresstheseissuesfurther during the audit resolution process.
(Science and Technology Audits Division: STD-11551-0-0001)
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NIST Needs to Reevaluate Its Plans to
Support Its Ballistics Testing Program

Sincetheearly 1970s, NIST has conducted ballistics testing of
ammunition, weapons, and protective equipment in support of itsreim-
bursabl e agreement with the Department of Justice. Whilethe agency has
conducted sometesting in old storage pitson its Annex Site—aformer
anti-aircraft missileinstallation near itsmain Gaithersburg, Maryland,
campus—it has been searching for amore suitable site. NIST assertsthat
the current facility isinadequate for certain types of ballisticsresearch and
isnot in compliance with health and safety standards. Although the agency
has contracted out some of itstesting work while searching for areplace-
ment site, it rejects contracting as a permanent sol ution becauseit views
contractor laboratoriesas being insufficiently responsiveand prohibitively
expensive.

Asfurther justification of itsrequirement for areplacement facility,
NIST cited the need for afiring rangefor its approximately 22 police
officers, claiming that it wastoo difficult and costly for itsofficersto
continueto qualify with their firearms on aquarterly basisat outsidefiring
ranges. Although NIST management acknowledged that it would not be
cost-effectiveto construct afiring range alone, they argued that it made
senseto includearangein anew ballisticstesting facility.

Asaresult, during thelast two years, NIST began devel oping plans
for aballisticstesting and firing range facility to belocated in an abandoned
barracks building—called Building 530—on the Annex Site. The building
has not been used for more than 25 years and would require extensive
interior and exterior renovations. NI ST received approval and comments
from the National Capital Planning Commission for the project and
awarded a contract to adesign team, which completed the designs,
technical specifications, and cost estimatesin May 1999.

NIST had planned to award acontract to renovate Building 530in
FY 1999 and complete the project in FY 2000. The specifications for the
facility would have provided for either abasic renovation for useasa
ballisticsfacility or an expanded renovation to accommodate afirearms
qualification range, aswell as offices, aconference room, storage areas,
and bathroom/locker facilities. At thetime of our review in June 1999, the
blueprintsfor thefacility were complete.

Our review confirmed that the existing facility isinadequate to
support NIST’ sballisticstesting. However, we did not believe that reno-
vating Building 530 was the most cost-effective option to meet thisneed,
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nor did we believethat the building should be expanded to i nclude space
for afirearms qualification range. NIST did not adequately justify the extra
cost associ ated with accommodating additional firing range requirements,
giventheavailability of outsideranges.

Wewere also concerned that NIST evaluated its need for aballistics
testing facility/firing range without adequately considering other options.
Had NIST determined earlier that it could not justify an on-campusfiring
range, it would likely have concluded that amuch smaller facility was
needed and therefore explored options other than renovating Building 530.
Moreover, had NIST prepared better documentation and explored other
options, it might haveidentified more cost-efficient options earlier, instead
of spending significant staff time and about $115,000 to create detailed
architectural drawingsand plansfor aproject that was ultimately rejected.

During our review, NIST abandoned plansto renovate Building 530
and, because of cost considerations, began reviewing optionsfor accom-
modeating its ballisticstesting needs on itsmain campus. NIST aso
dropped plansto construct afiring rangefor itspolice officersand will
instead continueto have them qualify at off-campusranges.

Weare pleased that NIST has reconsidered its plans and decided not
to proceed with plansto renovate Building 530. We recommended that,
before designing and constructing or renovating any futurefacilitiesto
support itsballisticstesting program, NIST carefully weigh the costsand
benefits of all viable options (including contracting) and document them
adequately. NIST agreed with our recommendation. Based on our work in
thisarea, webelievethat NIST will ultimately construct afacility for its
ballisticstesting needs only, which will be smaller in scope and less expen-
siveto construct and maintain. Asaresult, fundsthat would have been
spent on alarger facility will be availableto be put to better use el sewhere
a NIST. (Office of Inspections and Program Evaluations: IPE-11923)

Audit of TA’s FY 1999 Financial Statements

Asit had inthepreviousthreefiscal years, TA received an unquali-
fied opiniononitsFY 1999 financial statements. ThelPA firm under
contract to usthat conducted the audit did not identify any material
weaknesses, reportable conditions, or instances of noncompliancewith
laws or regulations. (Financial Statements Audits Division: FSD-11894-
0-0001)
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Audit of NIST’s FY 1999 Financial Statements

AnI1PA firm under contract to usissued an unqualified opinion on
NIST’ sFY 1999 financial statements, representing the seventh straight
year of clean opinionsfor the bureau. Whilethe IPA firm found no
material weaknesses, it did identify onereportable conditionin NIST’s
internal control structure. Thiscondition involved the need for NIST to
strengthen itsinformation systems' general control procedures.

Because of the weaknessin general control procedures, the |PA firm
noted that NI ST did not substantially comply with the Federal Financial
Management Improvement Act of 1996. Under the act, the auditorsare
required to report on whether the bureau’ sfinancial management systems
substantially comply with federal financial management systemsrequire-
ments, applicable accounting standards, and the U.S. Government Stan-
dard General Ledger at thetransaction level.

OMB Circular A-130, Management of Federal Information Re-
sources, Appendix 111, “ Security of Federal Automated Information
Resources,” establishesguidelinesfor control proceduresto be used by
federal agenciesin devel oping and operating automated information
systems. Thefirm reviewed the general controlsrelated to NIST’ sinfor-
mation technol ogy processing environment in accordance with applicable
sections of GAO'’ s Federal Information System Controls Audit Manual.
Thereview identified weaknessesin all six review areas set forthin the
GAO Manual: (1) entitywide security program planning and management,
(2) access control, (3) application software devel opment and change
control, (4) system software, (5) segregation of duties, and (6) service
continuity. Together, these weaknesses, if not resolved, could adversely
affect the security of the data, programs, and hardware maintained at
NIST and have anegative impact on NIST’ sfinancia statements, the
financial statements of the other reporting entitiesthat are supported by
NIST (TA and NTIA), and the Department’ s consolidated statements.

These weaknesses, and the firm’ srecommendationsfor correcting
them, were discussed in aseparate report on systemsissues. NIST
generally agreed with thefirm’ srecommendationsfor addressing the
identified weaknesses. The agency stated that corrective actions had been
initiated for therecommendationsit considered feasible and cost effective,
and it proposed acceptabl e alternative actions to address the other recom-
mendations. (Financial Statements Audits Division: FSD-11889-0-0001,
FSD-11889-0-0002)
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Audit of NTIS’s FY 1999 Financial Statements

NTISreceived an unqualified opinion onits FY 1999 financial
statements, asit had for FY 1998. The IPA firm under contract to us that
conducted the audit identified no reportable conditions, material weak-
nesses, or instances of noncompliance with laws or regulations.

In connection with the FY 1999 audit, the firm reviewed the general
controlsrelated to theinformation technol ogy processing environment
associated with NTIS sfinancial management systemsin accordance with
applicable sectionsof GAO'sFederal Information System Controls Audit
Manual. Thereview identified weaknessesin four of the six review areas
set forth in the GAO Manual: (1) entitywide security program planning and
management, (2) access control, (3) application software development and
change control, and (4) service continuity. Together, these weaknesses, if
not resolved, could adversely affect the security of the data, programs, and
hardware maintained at NT1S and have anegativeimpact on both NTIS' s
financial statements and the Department’ s consolidated statements. The
firm, however, did not consider thisdeficiency to constitute areportable
condition initsReport on Internal Control.

These weaknesses, and the firm’ srecommendationsfor correcting
them, were discussed in a separate report on systemsissues. NTIS agreed
that the report accurately reflected conditions at the time of the audit and
stated that corrective actions had been initiated. (Financial Statements
Audits Division: FSD-11892-0-0001, FSD-11892-0-0002)

Inspector General Testifies on Audit
and Inspection Work at TA Agencies

On March 9, 2000, the Inspector General appeared before the House
Science Subcommittee on Technology to discuss aspects of the OIG's
audit and inspection work related to the Technology Administration’s
programs and operations. Hefirst noted that we have continued to monitor
NIST’ s construction and renovation efforts at its Gaithersburg, Maryland,
and Boulder, Colorado, facilities. We have generally supported NIST’ s
plansfor constructing Advanced Chemical Sciencesand Advanced Mea-
surement Laboratoriesin Gaithersburg and addressing critical safety,
capacity, and maintenance deficiencies a both locations. However, we are
unableto evaluate the efficacy of approximately $593 millioninlong-term
projectswhose plansare still indefinite, and we believe that NI ST should
continue to reassess the need for and prioritize these projects.
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In addition, our security concerns about short-term visiting research-
ersat NIST facilitiesare being addressed. In response to our expressed
concerns about the lack of adeguate controls over visitorswho worked at
NIST facilitiesfor lessthan 10 days ayear, the agency began requiring a
written agreement for all nonfederal researchers.

Aspart of our review of Commerce discretionary financial assistance
programs, wefound that all but one of NIST’ s programswere adminis-
tered competitively, and concluded that the agency’ s use of outside peer
reviewers constitutes abest practice that can be used in other funding
programs. We also continued our financial-related audits of recipients of
financial assistance awards under NIST’s ATP and Manufacturing Exten-
sion Partnership programs.

The Inspector General aso highlighted anumber of issuesthat are
discussed in detail elsewherein thisreport. Theseissuesincluded the
“clean” opinionsreceived in recent audits of of TA’s NIST's, and NTIS's
FY 1999 financial statements (see pages 75-77); the U.S. Library
Commission’sreview of the Department’ splansfor NTIS (see page 11);
our inspection of NIST’sproposed small ballisticstesting facility (see
page 74); and our audits of NIST’ sadministration of its ATP focused and
intramural research programs (see pages 71 and 72).

Award Recipient Had Inadequate Financial
Management System, Double-Billed Costs

In September 1997, NIST awarded a cooperative agreement under
its Manufacturing Extension Partnership Program to aWest Virginia
organization that provides manufacturing extension servicesto small and
medium-sized manufacturersin its designated serviceregion. Theaward
wasfor a24-month period from October 1, 1997, through September 30,
1999, and had estimated costs of $1,182,721, with the federal share not to
exceed $529,932. For the award period, the recipient claimed costs of
$1,352,104, which exceeded the agreement’ s estimated costs by $169,383.

An OIG final incurred cost audit of the cooperative agreement
determined that the recipient’ sfinancial management system did not
comply with OMB standards. Specifically, the recipient’ s system did not
compare program outlays with budgeted amounts, reported transactionsin
incorrect expense categories, did not account separately for unallowable
costs, and double-billed costs. Mareover, the organi zation lacked written
proceduresfor determining the reasonableness, allocability, and allowability
of costsin accordance with federal cost principlesand the award termsand
conditions.
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We dso questioned $169,383 in claimed costs, of which $119,821
consisted of double-billed coststhat had been claimed for aprior Manufac-
turing Extension Partnership award. The balance consisted of $19,058in
other direct coststhat wereincurred without NIST’ sprior approval and
$30,504 in unall owabl e costs. However, becauseit had claimed costsin
excess of the award amount, the recipient incurred sufficient allowable
coststo offset the questioned costs, and we did not recommend recovery
of any funds.

In responseto our draft report, the recipient asserted that it had
established an adequate financial management system, and included
correspondencefrom an | PA firm certifying that compliance effortswere
being implemented. We recommended that NIST monitor therecipient’s
implementation of its new system and verify that it performs periodic
comparisons of budgeted and actual costs, and establishes written account-
ing policies and procedures. (Denver Regional Office of Audits: DEN-
12499-0-0001)

Nonfederal Auditor’s Work Met
All Auditing and Reporting Standards

The OIG performed aquality control review of an audit conducted
by anonfederal auditor of aNew Mexico nonprofit organization that
provides and facilitates assistance to small and medium-sized manufactur-
ersinfivewestern states. The organi zation matches consultantswith
manufacturersto help them apply new technol ogies, boost productivity
and quality, and gain accessto broader markets. The organization’s
primary support comesfrom NIST’ s Manufacturing Extension Partnership
Program. During the 18 months ended on December 31, 1997, the organ-
ization spent approximately $14.1 million for NI ST-sponsored projects,
which included about $8.6 million in federal funds.

Astheoversight agency for the organization, we performed our
review to determine whether the audit was conducted in accordance with
government and generally accepted auditing standards and whether the
audit report met the requirements of OMB Circular A-133. Our review
found that the auditor’ sworking papers support the audit and that the audit
complied with all applicable standards. (Denver Regional Office of Audits:
DEN-12072-0-0001)
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Audit of the Department’s FY 1999
Consolidated Financial Statements

For thefirst time, the Department received an unqualified opinion on
its FY 1999 consolidated financial statements. The Department deservesto
be commended for the significant progressit hasmadeinimproving its
financial management during the past year, asevidenced by theunqualified
opinionsreceived by both the Department and all of itsaudited reporting
entitieson their FY 1999 statements. These“ clean” opinionsare especially
noteworthy considering the obstacles that the Department and several
entities had to overcome. There was also areduction in the number of
departmental and entity-level material weaknesses and reportable condi-
tions, and no new weaknesses or conditionswereidentified at the depart-
mental level.

However, five previoudly identified reportable conditions continueto
exist. Although the Department has made progressin correcting these
conditions, further improvementsare needed in thefollowing areas:

° Financial management systems. The Department needsto
integrate financial systemsand improve general controlsto provide
assurance that the data used to prepare financial statementsis
reliable. The Department’ sfinancial management systems
continueto beineffectivetoolsfor preparing and reporting its
financial results and those of itsreporting entities. In addition,
audits of the FY 1999 financial statements of the Department’s
entitiesincluded reviews of the general controls associated with
themagjor financial management systems. Thesereviews,
conducted at the six locations that provide data processing support
for the systems, revealed weaknessesin al general control areas,
which could hamper the Department’ s ability to produce accurate
datafor thefinancial statements.

° Financial management. Several entitiesneed toimprovethe
timelinessand accuracy of their financial statementsand provide
sufficient financial management oversight and supervisory review
of the statements. The entities also need to strengthen the overall
control environment, monitor the budget execution process,
properly analyze capital asset transactions, and better record and
document property additions and del etions.

° Controls surrounding property. Oneentity needsto fully
implement policiesand proceduresover accounting for
construction work-in-progress. |n addition, entities need to
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improve the year-end reconciliation process and properly analyze
capital asset transactions, aswell asimprovethe process of
recording and documenting property additionsand del etions.

o Controls surrounding accounts payable and accrued grant
expenses. Four entities need to improve policies and procedures
related to estimating year-end accounts payable amounts. In
addition, the entities need to monitor cut-off datesfor accounts
payabl e transactions and improve the methodol ogy used to
estimate grant expenses unpaid at year-end.

® Performance of timely and accurate reconciliations. Several
entities need to improvetheir account reconciliation processes.
Specifically, reconciliations need to be performed on atimely basis
for al applicable accounts, and differences and errorsidentified
need to beinvestigated and resolved promptly. In addition, the
entities need to maintain supporting documentation for all
reconciling itemsand perform thorough supervisory reviews.

We consider thefirst reportable condition, related to financial man-
agement systems, to be amaterial weakness. It is applicableto the Depart-
ment aswell asitsreporting entities. The other four reportable conditions
represent internal control deficienciesat variousreporting entities.

In performing tests of compliance with selected provisions of appli-
cable laws and regulations, we noted five instances of noncompliance:

o The Department was not in substantial compliance with the
Federal Financial Management Improvement Act of 1996 inthat it
does not meet the requirementsfor asingleintegrated financial
system. Furthermore, four of itsfinancial management systems
did not fully comply with federal requirementsin FY 1999, and
one system did not comply with the U.S. Government Standard
General Ledger at thetransaction level.

o NOAA did not fully fundits capita leases. OMB Circular A-11,
Preparation and Submission of Budget Estimates, requires
agenciesto have sufficient budgetary resourcesimmediately
availableto cover the present val ue of the lease paymentsfor
capital assetsand |ease purchases.

° For certain of itsactivities, ITA hasnot complied with OMB
Circular A-25, User Charges, which requiresfederal agenciesto
recover thefull cost of providing goods and services.
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° ITA also has not complied with 31 U.S.C. 1301(a), which states
that public funds may be used only for the purpose for which they
areappropriated. During FY 1999, ITA used certain budgetary
authority for other thanitsintended purpose. ITA officialsreport
that they have since acted to ensure that the funds will be used
only for their intended purpose.

o TheWorking Capital Fund and the Franchise Fund reported a
negative “ Fund Balance with Treasury” as of September 30, 1999.
Asaresult, these entities may not be in compliance with OMB
Circular A-34, Instructions on Budget Execution, which precludes
revolving fundsfrom disbursing into anegative cash positionin
anticipation of receiving reimbursablefunds. Although manage-
ment does not believethat aviolation exists, it has agreed to
eliminate this negative balancein FY 2000 asamatter of
improving business practices.

Department and reporting entity management generally concurred
with thefindings and recommendationsin the report and have agreed to
take corrective actions. (Financial Statements Audits Division.: FSD-
11911-0-0001)

Section 803 of Federal Financial Management Improvement Act
requires agenciesto determine whether they arein substantial compliance
with theact. If not, they arerequired to prepare aremediation plan
outlining the actionsto bring them into compliance. Based partly on our
audit of itsFY 1998 financial statements, the Department concluded it was
not in substantial compliance with the act’ sthree requirements. Accord-
ingly, aplan was devel oped to correct the material weaknesses, with the
goal of obtaining an unqualified opinion onthe FY 1999 financia state-
ments.

In FY 1999, the Department forwarded to OMB an updated plan
based on the FY 1998 audit results. The Department made significant
progresswith itsimplementation by meeting target implementation dates.
Specifically, the Department was found to bein compliance with federal
accounting standards. Although at the end of FY 1999, onefinancial
system did not meet compliance with the Standard General Ledger at the
transaction level, this problem has now been corrected and isnot expected
to bereported in future years. The Department’ s financial management
systems requirement under the act will be corrected with the implementa-
tion of the Core Financial System.
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Under Section 804(b) of the act, the OIG isrequired to notify the
Congresswhen the Department does not meet intermedi ate target datesin
the remediation plan. Wedid not identify any instances that would necessi-
tate our notifying the Congress. The Department plansto update itsreme-
diation plan based on progress made and the results of the FY 1999 audit.

Lessons to Be Learned from Fire and
PCB Accident at Commerce Building

Early inthe morning of Friday, October 1, 1999, two fires occurred
in the basement of the Commerce Department’ s Herbert C. Hoover
Building in Washington, D.C. Both fireswere contained in boxes that
house metal capacitors, which are part of the electrical system that controls
the building’ s clock system. It was soon determined that oil in the capaci-
tors contained polychlorinated biphenyls (PCBs), adangeroudly toxic
chemical. Asaresult, 43 people (employees, contractors, and firefighters)
who cameinto contact with thefire' ssmoke or the oil leaking from the
capacitors underwent a decontamination process that began on the building
grounds and ended at anearby hospital.

The Hoover Building was closed on that Friday and throughout the
weekend astesting and cleanup began. The above-ground floors of the
building were determined to be safe to occupy by Monday, October 4, and
the basement reopened thefollowing day. The environmental cleanup
process continued until December 3. Because the fire-damaged materials
were removed and incinerated shortly after theincident, the cause of the
fireisuncertain. However, building managers and General Services
Administration personnel surmisethat thefirewas caused by an electrical
overload of the capacitors.

The OIG performed areview to assess the circumstances surround-
ing the October 1 incident. We hope that our observationswill serve as
“lessonslearned” for the Department in dealing with futureincidents of
thisnature, and will provide auseful checklist of safety and environmental
concernsthat need to be addressed. Our observationswere asfollows:

o Use of the capacitors was permitted, but other issues
involving PCBs need to be addressed. The use of the PCB-
containing capacitorswaslegally permitted, and therewasno
requirement to mark them as containing PCBs. However, other
sources of PCBsin the building, including fluorescent light ballasts
and exterior floodlights, were not well inventoried or marked. In
addition, vaultsin the basement that have floorsthat were
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contaminated with PCBs before the fire either were not marked as
required or had misleading signs, and the protective footgear
required to work in these vaultswas not being provided.

Building safety issues were highlighted due to the fire. For
example, thefirealarm rang for only nine minutes because
someoneturned it off prematurely, and we found that thereisno
departmental policy covering who isallowed to turn off afire
alarm and when. In addition, the building does not have apublic
address system to communi cate with occupantsin an emergency,
astairwell designated as an exit route was|ocked at thefirst floor
level, and at |east one exterior door was not unlocked for use asan
exit during the evacuation.

Building security concerns need attention. Althoughthe
building had been evacuated, employeeswere till ableto enter,
unchallenged, through certain key card entrances. In addition, we
|earned that the doorsto the basement vaults, which contain
critical electrical equipment, were not routinely locked. Finaly, the
sign-in/sign-out logsthat are used outside normal working hours
arenot an accurate representation of whoisin the building
because not everyone was being required to signin or sign out.

Inaccurate information and noncompliance with regulations
led to problems during environmental cleanup. Certain
assumptions about where smoketravel ed and where people with
potentially contaminated footwear walked during theincident were
madewith little or no input from eyewitnesses. These assumptions
had adirect impact on the decisions about what environmental
teststo perform and whereto clean up. In addition, in some
instances, environmental regulationswere not followed with regard
to securing the cleanup aress.

More attention should have been paid to employee relations.
Employees and contractors prai sed both the assistance provided
by departmental staff at the hospital and the support provided by
the Department’ sworkers' compensation program. However,
relations and communi cations with employees could have been
better in someareas. Specifically, employeesinvolved inthe
incident were not offered counseling, an informational meeting
with the affected employees and contractorswas not held until 25
daysafter theincident, and littleinformation about theincident
was shared with other building occupants.
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o A Commerce command center is needed to better ensure
communication and continuity of operations. Several
organizations and individual stried to contact the Department on
October 1 to provide expert assistance, but they were unableto do
so because the building had been evacuated. Many of the external
communication problems could have been prevented had the
Department made provisionsfor acommand center.

o An assessment is needed to determine what type of environ-
mental program is needed at Commerce. Some departmental
officialsand employees expressed concern that the Department
had to rely on the General Services Administration for guidance on
environmental regul ations because Commerce does not haveits
own environmental program. At the Department level, an assess-
ment should be performed to ensure compliancewith all statutory
requirements, executive orders, and departmental orders, aswell
as provide adequate protection for the Department and its
employees.

We offered anumber of recommendationsto address our concerns.
The Department has taken action on most of theissuesidentified, and we
aregenerally satisfied that these actions meet the intent of our recommen-
dations. (Office of Inspections and Program Evaluations: IPE-12453)

Audit of the WCF’s and S&E Fund’s
FY 1999 Financial Statements

AnPA firm under contract to usissued an unqualified opinion on the
FY 1999 financia statements of the General Administration’sWorking
Capital Fund (WCF) and Salaries and Expense Fund (S& E). The WCF
and S& E are operated by one management team under the sameinternal
control structure and proceduresfor compliance. Whilethe firm did not
identify any material weaknesses, it did identify onereportable conditionin
WCF sand S& E’sinternal control structure, namely that controls over the
preparation of the Statement of Budgetary Resources need improvement.

Thefirm’ sreport a so discussed two other significant matters that
need to be addressed:

o Thebasisfor WCF s* negative fund balance with Treasury” needs
clarification. Although management does not believethat a
violation exists, it has agreed, asamatter of improving business
practices, to put proceduresinto placeto eliminate the negative
cash balances.
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° Controlssurrounding the Financia Accounting System need
improvement. (Financial Statements Audits Division: FSD-
11895-0-0001)

Audit of the General Controls of the
Office of Computer Services’ FARS

The OIG contracted with an | PA firm to perform ageneral controls
review of theinformation systems environment of the Department’ s Office
of Computer Services. Thisoffice maintainsthe hardware and software
used to process transactions and datawithin the Financial Accounting and
Reporting System (FARS). NIST uses FARS to provide accounting
servicesto WCF and S& E, EDA, ESA/BEA, MBDA, and the Franchise
Fund. Thefirm’ sreview was conducted in accordancewith GAO's
Federal Information System Controls Audit Manual.

Thereview identified weaknessesin five of the six review areas set
forth inthe GAO Manual: (1) entitywide security program planning and
management, (2) access control, (3) application software development and
change control, (4) segregation of duties, and (5) service continuity. These
weaknesses could adversely affect the security of the office’ sdata,
programs, and hardware and have anegative impact on the financial
statements supported by FARS, aswell asthe Department’ s consolidated
statements. Thefirm discussed these weaknesses, and made recommenda-
tionsfor correcting them, in aseparate detailed report on systemsissues.
The Office of Computer Services agreed with thefirm’ srecommendations
and stated that corrective actions had been initiated. (Financial Statements
Audits Division: FSD-12196-0-0001)

Audit of the General Controls
of the CAMS Support Center

The Department established the CAM S Support Center, in Gaithers-
burg, Maryland, to facilitate the system’ simplementation. Because of the
support center’ ssignificant rolein the development and implementation of
CAMS, the OIG reviewed itsgenera controls. Effective controlshelp
ensurethat only authorized changes are madeto CAMS.

Given the support center’ sinitial mission of implementing CAMS, it
was not created to function as adata center. Asaresult, many of the
security features associated with adata center were lacking. Over time,
however, the support center has evol ved into a software devel opment
organization that isresponsiblefor modifying and maintaining CAMS.
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The support center’ sexpanded role necessitated asignificant expan-
sion of itsdata processing environment. With this changein data process-
ing capability, support center management recognized the need to improve
both computer and physical security. Lacking sufficient in-house resources
to properly assess potential risksand identify vulnerabilities, the support
center contracted with aconsulting firm to perform this assessment. The
firm wastasked to assessrisks and identify vulnerabilities, propose actions
to minimizethem, and devel op contingency of operations and disaster
recovery plans.

During our audit, we coordinated with the firm and reviewed the
outcome of its security work. Our audit assessed the general controls
designed to ensuretheintegrity, confidentiality, and availability of informa-
tion associated with the support center. We used GAO' sFederal Informa-
tion System Controls Audit Manual asaguidein performing thisaudit.

Thereview identified weaknessesin five of the six review areas set
forth inthe GAO Manual: (1) entitywide security program planning and
management, (2) access control, (3) system software, (4) segregation of
duties, and (5) service continuity. (Wedid not review the sixth area—
application software devel opment and change control—aswe plan to
review it later thisfiscal year.) Together, theweaknessesweidentified, if
not resolved, could adversely affect the security of the data, programs, and
hardware maintained at the support center and have anegative impact on
the Department’ s consolidated financial statements. The Department
agreed with our recommendationsfor addressing the identified weaknesses
and stated that corrective actions had been initiated. (Financial Statements
Audits Division: FSD-11846-0-0001)

Additional Efforts Needed to Strengthen
Management of Delinquent Debt

Aspart of the President’ s Council on Integrity and Efficiency’s
governmentwide review of non-tax delinquent debt, the Ol G conducted an
audit of the Department’ s effortsto comply with the Debt Collection
Improvement Act of 1996 (DCIA). Asof September 30, 1998, Commerce
had assets of $8.8 billion, of which $253.2 million represented receivables
from nonfederal entities; of thisamount, $94.5 million represented debt
that was delinquent over 180 days. Approximately 98 percent of the
delinquent debt balancerelated to NOAA, EDA, and MBDA.

DCIA was passed in response to congressional concerns about
federal agencies’ effortsto collect non-tax delinquent debt, such ascivil
penalties, amounts owed for goods and services provided to the public,
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and costs disallowed by audits of financial assistance awards. The act
designatesthe Treasury Department’ s Financial Management Service
(FMS) asthe government’ sdebt collection center. To facilitate collection,
bureaus areto transfer all non-tax delinquent debt older than 180 days,
with certain exceptions, to FMS.

Our audit found that most of the Department’ s effort to comply with
DCIA took placein FY 1999. As of September 30, 1998, only $23,000
out of $13,600,000 eligiblefor FM S collection servicing had been trans-
ferred, whereas by June 30, 1999, about $13,000,000 had been trans-
ferred. Despite the Department’ s substantial progress during FY 1999, we
found that:

o Additional efforts were needed to strengthen delinquent debt
management. The Department needed to improveits guidanceon
debt management, improveitsreports on the age of delinquent
debts, perform reconciliations between Commerceand FMS
records, take prompt action on delinquent debts, and submit
taxpayer identification numbersto FMS.

o Action was needed to avoid the misstatement of receivables.
To avoid amisstatement of accounts receivable as of September
30, 1999, thorough reviews of existing receivableswere needed to
identify thosethat should be written off and to promptly recognize
disallowed costsfrom financia assistance audits asreceivables.
Periodic reviews of thisnature represent abasic internal control.

To addressthe weaknesses i dentified, we recommended that the
Department finish revising its debt management handbook to reflect DCIA
and Treasury implementati on guidance, issue amemorandum encouraging
the bureausto prepare or update bureau-specific written procedures, and
reconcile bureau reports of debt submitted to FM Swith FM Srecords
quarterly. We al so recommended that the bureaus develop and maintain
updated proceduresrel ating to debt management, perform monthly recon-
ciliations between their recordsand FMS's, and perform athorough review
of accountsreceivableto identify those that should be written off. Further,
we recommended that the bureaus provide taxpayer identification numbers
to FM Sand, should they find collecting the numbersto be administratively
burdensome, discuss possible dternative procedureswith FMS.

The Department stated that, on the whole, our report was balanced
and provided recommendationsthat will strengthenitsfinancial manage-
ment, and the bureaus generally agreed with our recommendations.
(Financial Statements Audits Division: FSD-11882-0-0001)
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OIG Provides Comments on Proposed
Government Information Security Act

In responseto arequest by Chairman Fred D. Thompson and
Ranking Minority Member Joseph |. Lieberman of the Senate Committee
on Governmental Affairs, we commented on abill introduced inthe
Senate, S. 1993, the Government Information Security Act, whichis
intended to protect federal information systemsfrom cyber-attack by
strengthening information security practicesthroughout the government.

Wefully support the objectives of the bill. The Department of
Commerce hasavast array of information systemsthat arecritical,
complex, sensitive, and diverse, including those that support the nation’s
decennia censusand other census and survey activities, patent and
trademark functions, weather servicesand environmental protection, and
principal economic indicators. Thetask of ensuring the security of these
and amultitude of other Commerce information systems presentsan
enormous challengeto Department officialsand oversight organizations
dike.

Among other things, the bill would require each agency to establish a
program containing proceduresfor detecting, reporting, and responding to
security incidents. The agency would berequired to mitigate risks associ-
ated with such incidents before substantial damage occursand to notify
and consult with law enforcement officialsand other officesand authorities
concerning security incidents. We recommended that the bill also explicitly
require the agency to establish proceduresfor notifying and consulting with
the agency’ sInspector General.

Another provision of thebill would require annual independent
evaluationsto be performed by the OI G or by an independent external
auditor, as determined by the I nspector General. We commented that with
theincreasingly decentralized and networked computer environment and
growing use of the Internet, information security has become extremely
complex and isundergoing continual and rapid change. Asaresult, our
resources are no longer adequate to provide the necessary oversight even
inthe absence of thishill, and the bill’ sannual evaluation requirement
would further increase our shortfall. We believethat it isappropriate and
desirablefor the Ol Gsto conduct the independent eval uations, but we
emphasized that for usto do so effectively would require additional staff,
training, tools, and contractor support and therefore additional budgetary
resources. We al so noted that most other Ol Gs have similar budget i ssues.

Commerce OIG Semiannual Report @
March 2000



Departmental Management

Finally, we noted that just as Ol Gs are struggling to bring adequate
resourcesto information security oversight, agency chief information
officersand program officials, including those at Commerce, frequently
lack the necessary technical and budgetary resourcesto ensure that
systems and information are secure. Without additional resources, they will
not be ableto adequately strengthen their information security practices.

OIG Assisting Department in Establishing
Steel and Oil/Gas Guaranteed Loan Program

On August 17, 1999, President Clinton signed | egislation creating two
loan guarantee programs under P.L. 106-51. The Emergency Steel Loan
Program Act of 1999 provides guarantiesfor up to $1 billion to qualified
steel and iron ore companies. The Emergency Oil and Gas Guaranteed
Program Act provides guarantiesfor up to $500 million to qualified oil and
gas companies. Both programs provide for aguaranty of up to 85 percent
of theloan’ sprincipal amount.

Thegoa of thelegislationisto assist steel and oil and gasfirmsthat
were adversely affected by the recent import criseswhile adequately
protecting the government’ sfunds by providing sound loan guaranties. The
law established two L oan Guarantee Boards, each made up of the Chair-
man of the Board of Governors of the Federal Reserve System (as Board
Chair), the Secretary of Commerce, and the Chairman of the Securities
and Exchange Commission to oversee the programs. Funds wereappropri-
ated to the Department of Commerce to implement and administer the
program, at the direction of the two Boards.

Toassist Commerceinfulfilling itsresponsibilities, weworked with
various groupsin the Department, aswell asrepresentatives of the Federal
Reserve, the SEC, and the Treasury Department, to promptly but pru-
dently addressthisnew |egislation. We briefed the Department on our
office' sextens ve experience conducting audits and investigations of prior
loan guaranties made by the Department, with an emphasison “lessons
learned.” Wereviewed the legislation, commented on the proposed
implementing regulations, attended public meetings, participated in confer-
ence callswith several potential lenders, and offered suggestionson the
structure and content of the guarantee agreements.

Implementing regul ationsfor each program wereissued on October
27,1999. At the application deadline of February 28, 2000, 13 applications
had been received under the steel program and 23 under the oil/gas pro-
gram. We continue to work with the Department in fulfilling itsevolving
role under thisimportant legidation. (Financial Fraud Division)
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Preaward Financial Assistance Screening

We continue to work with the Office of Executive Budgeting and
Assistance Management, NOAA and NIST grant offices, and EDA
program officesto screen all of the Department’ s proposed grants, coop-
erative agreements, and |oans before award. Our screening servestwo
purposes: It providesinformation on whether the applicant has unresolved
audit findings and recommendations on earlier awards, and it determines
whether aname check or investigation hasrevealed any negative history
onindividualsor organizations connected with aproposed award.

During this period, we screened 434 proposed awards. On 10 of the
awards, wefound major deficienciesthat could affect the ability of the
proposed recipientsto maintain proper control over federal funds. On the
basi s of theinformation we provided, the Department delayed the awards
until concernswere satisfactorily resolved or established special award
conditionsto adequately safeguard federal funds. (Office of Audits)

Preaward Screening Results

Results Number Amount
Awards delayed to resolve concerns 9 $5,762,892
Special award conditions established 1 4,921,872

Indirect Cost Rates

Under OMB policy, asinglefederal agency—the " cognizant
agency”—isresponsiblefor thereview, negotiation, and approval of
indirect cost ratesfor public and private entities receiving funds under
variousfedera programs. Normally, thefederal agency providing the most
direct funding to an entity isdesignated asits cognizant agency. OMB has
designated Commerce as the cognizant agency for 280 economic devel op-
ment districts, aswell asanumber of state and local government units.
From timeto time, the Department also has oversight responsibilitiesfor
other recipient organizations. The Department has authorized the OIG to
negotiate indirect cost rates and review cost allocation planson its behalf.
The OI G reviews and approves the methodology and principlesusedin
pooling indirect costs and establishing an appropriate base for distributing
those coststo ensurethat each federal, state, and local program bearsits
fair share.
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During this period, we negotiated 20 indirect cost rate agreements
with nonprofit organi zations and governmental agencies, and reviewed and
approved 16 cost allocation plans. We also provided technical assistanceto
recipients of Commerce awards regarding the use of rates established by
other federal agenciesand their applicability to our awards. Further, we
haveworked closely with first-timefor-profit recipients of Commerce
awardsto establish indirect cost proposalsthat are acceptablefor OIG
review. (Atlanta Regional Office of Audits)

Nonfederal Audit Activities

In addition to Ol G-performed audits, certain of the Department’ s
financial assistance programs are sometimes audited by state and local
government auditors and by independent public accountants. OMB
Circular A-133, Audits of States, Local Governments, and Non-Profit
Organizations, setsforth the requirementsfor most of these audits. For-
profit organizationsthat receive ATPfundsfrom NIST areaudited in
accordance with Government Auditing Standards and NIST Program-
Specific Audit Guidelines for ATP Cooperative Agreements, issued by the
Department. (Before June 30, 1996, such audits were subject to the
requirements of Circular A-128, Audits of State and Local Governments,
and theformer Circular A-133, Audits of Institutions of Higher Education
and Other Non-Profit Institutions. Some of the audits discussed below
were conducted in accordance with these earlier circulars.)

We examined 181 audit reports during this semiannual period to
determinewhether they contained audit findings on any Department
programs. For 126 of these reports, the Department acts as the cognizant
agency and monitorsthe auditee’ s compliance with the applicable OMB
circularsor the NIST program-specific reporting requirements. The other
55 reports are from entitiesfor which other federal agencies have oversight

respongihility.

ATP
OoMB Program-
A-133 Specific
Report Category Audits Audits Total

Pending (October 1, 1999) 9 61 70
Received 147 75 222
Examined 141 40 181
Pending (March 31, 2000) 15 96 111
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Thefollowing table shows a breakdown by bureau of the
$205 million in Commerce funds audited.

Bureau Funds
EDA $58,253,562
ITA 415,358
MBDA 311,573
NIST 95,610,954*
NOAA 41,108,007
NTIA 2,041,837
Agency not identified 6,970,952
Total $204,712,243

* Includes $77,494,457 in ATP program-specific audits.

Weidentified atotal of $1,527,552 in questioned costs. In most
reports, the Department’ s programs were considered nonmajor, resulting in
limited transaction and compliancetesting against laws, regul ations, and
grant termsand conditions. The eight reportswith Commercefindingsare
listed in Appendix B-1. (Atlanta Regional Office of Audits)
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INDEX
The Inspector General Act of 1978, as amended (1988), specifies reporting requirements for semiannual
reports. The requirements are listed below and indexed to the applicable pages of this report.
Section Topic Page
4(a)(2) Review of Legislation and Regulations 95
5(a)(1) Significant Problems, Abuses, and Deficiencies 21-93
5(a)(2) Significant Recommendations for Corrective Action 21-93
5(a)(3) Prior Significant Recommendations Unimplemented 95
5(a)(4) Matters Referred to Prosecutive Authorities 21-93
5(a)(5) and 6(b)(2) Information or Assistance Refused 96
5(a)(6) Listing of Audit Reports 103-108
5(a)(7) Summary of Significant Reports 21-93
5(a)(8) Audit Reports—Questioned Costs 100
5(a)(9) Audit Reports—Funds to Be Put to Better Use 101
5(a)(10) Prior Audit Reports Unresolved 19,96
5(a)(11) Significant Revised Management Decisions 19, 96
5(a)(12) Significant Management Decisions with Which the OIG Disagreed 97
The OIG is also required by section 804(b) of the Federal Financial Management Improvement Act of 1996
to report on instances and reasons when an agency has not met the dates of its remediation plan. We
discuss this matter on page 82.
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Section 4(a)(2): Review of
Legislation and Regulations

This section requiresthe Inspector General of each agency to review
existing and proposed |egislation and regul ationsrel ating to that agency’s
programs and operations. Based on that review, the Inspector General is
required to make recommendationsin the semiannual report concerning
theimpact of such legislation or regul ations on the economy and effi-
ciency in the administration of programs and operations administered or
financed by the agency or on the prevention and detection of fraud and
abusein those programs and operations. Our comments concerning
legidlative and regulatory initiatives affecting Commerce programsare
discussed in appropriate sections of thereport. For example, during this
semiannual period, we commented on S. 1993, the Government Informa-
tion Security Act (see page 89).

Section 5(a)(3): Prior Significant
Recommendations Unimplemented

Thissection requiresan identification of each significant recommen-
dation described in previous semiannual reports on which corrective action
has not been compl eted. Section 5(b) requiresthat the Secretary transmit
to the Congress statistical tablesfor audit reportsfor which no final action
has been taken, plus an explanation of the reasonsfinal action has not
been taken on each such report, except when the management decision
was made within the preceding year.

Toincludealist of al significant unimplemented recommendations
inthisreport would be duplicative, costly, unwieldy, and of limited value
to the Congress. Any list would have meaning only if explanations detailed
whether adequate progressis being made to implement each agreed-upon
corrective action. Also, asthis semiannual report was being prepared,
management wasin the process of updating the Department’ s Audit
Tracking System as of March 31, 2000, based on semiannual status
reports due from the bureausin mid-April. An accurate database was
therefore not availableto the Ol G for reference here. However, additional
information on the status of any audit recommendati ons may be obtained
through the OI G’ s Office of Audits.
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Sections 5(a)(5) and 6(b)(2): Information
or Assistance Refused

These sections require asummary of each report to the Secretary
when access, information, or assistance has been unreasonably refused or
not provided. Therewereno such instances during this semiannual period,
and no reportsto the Secretary.

Section 5(a)(10): Prior Audit Reports Unresolved

This section requiresasummary of each audit report issued before
the beginning of the reporting period for which no management decision
has been made by the end of the reporting period (including the date and
title of each such report), an explanation of the reasons such management
decision has not been made, and a statement concerning the desired
timetable for achieving amanagement decision on each such report.

Asof March 31, 2000, two performance audits and two financial
assistance auditswerein this category, asdiscussed below.

Performance Audits

Thetwo NOAA unresolved reports address the bureau’ slight aircraft
operationsand NMFS slaboratory structure. Thesereportsare discussed
on page 63.

Financial Assistance Audits

The unresolved audits relate to two financial assistance awards made
by EDA. We did not agree with EDA’ s response to one of the final reports
and arereviewing itsrevised audit resol ution proposal. On the second
report, EDA hasrequested clarifying information from the grantee. Addi-
tional details are presented on page 29.

Section 5(a)(11): Significant Revised
Management Decisions

This section requires an explanation of the reasonsfor any significant
revised management decision made during the reporting period. Depart-
ment Administrative Order 213-5, Audit Resolution and Follow-up,
provides proceduresfor revision of amanagement decision. For perfor-
mance audits, the Ol G must be consulted and must approve, in advance,
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any modification to an audit action plan. For financial assistance audits, the
OIG must concur with any decision that would change the audit resolution
proposal in responseto an appeal by the recipient.

The decisionsissued on thel2 appeal s of audit-related debtswere
finalized with thefull participation and concurrence of the OIG.

Section 5(a)(12): Significant Management
Decisions with Which the OIG Disagreed

This section requiresinformation concerning any significant manage-
ment decision with which the Inspector General isin disagreement.

Department Administrative Order 213-5 provides proceduresfor the
elevation of unresolved audit recommendationsto higher levels of Depart-
ment and Ol G management, including an Audit Resolution Council. During
thisperiod, no audit issueswerereferred to the Council.
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4 Audit )

Statistical Highlights

Questioned costs this period .............coooveeiiiiiiiiiinieeeieeees $1,590,855

Value of recommendations agreed
to this period by management .............cccciiiiiiiiiiiiiiinnnn, $1,586,583

J

(" Investigative )
Statistical Highlights

N (=S £ PSPPSR 1
Indictments and iNformations .............ccccoeeeeiii i, 3
(0] 01V, o3 1 0] £ R 3
Personnel actionS*..........cooouiiiiiiii e 12
Fines, restitutions, judgments, and other civil

and administrative reCOVENIES ........coeuvveeiiiieeeeiiie e, $20,799

* Includes removals, suspensions, reprimands, demotions, and resignations or retirements in

\ lieu of adverse action.

( Allegations Processed )
by OIG Investigators
Accepted forinvestigation.............cceeeveeviieneeiinnens 22
Referred to operating Units .........c..cceeeveeeseeneeenennen. 50
Evaluated but not accepted for
investigation orreferral ...........ccoooveoviiieiiiiesieeen, 70
Total ... 142

Note: Numerous other allegations and complaints were forwarded
to the appropriate federal and nonfederal investigative agencies.

OIG HOTLINE

Telephone: (202) 482-2495 or (800) 424-5197
k Internet E-Mail:  oighotline@doc.gov j
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TABLES

1. Audits with Questioned Costs 100

2. Audits with Recommendations That Funds Be Put to Better Use 101

APPENDIXES

A. Office of Inspector General Reports 102
A-1. Performance Audits 103
A-2. Inspections 104
A-3. Financial Statements Audits 105
A-4. Financial Related Audits 106

B. Processed Reports 107
B-1. Processed Financial Related Audits 108

DEFINITIONS

The term questioned costrefers to a cost that is questioned by the OIG because of (1) an alleged violation of a
provision of a law, regulation, contract, grant, cooperative agreement, or other agreement or document governing the
expenditure of funds; (2) a finding that, at the time of the audit, such cost is not supported by adequate documentation; or
(3) a finding that an expenditure of funds for the intended purpose is unnecessary or unreasonable.

The term unsupported cost refers to a cost that, at the time of the audit, is not supported by adequate documentation.
Questioned costs include unsupported costs.

The term recommendation that funds be put to better use refers to a recommendation by the OIG that funds could be
used more efficiently if Commerce management took action to implement and complete the recommendation, including
(1) reductions in outlays; (2) deobligation of funds from programs or operations; (3) withdrawal of interest subsidy costs
on loans or loan guarantees, insurance, or bonds; (4) costs not incurred by implementing recommended improvements
related to Commerce, a contractor, or a grantee; (5) avoidance of unnecessary expenditures identified in preaward
reviews of contracts or grant agreements; or (6) any other savings that are specifically identified.

The term management decision refers to management’s evaluation of the findings and recommendations included in
the audit report and the issuance of a final decision by management concerning its response.
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Table 1: Audits with Questioned Costs

Questioned Unsupported
Report Category Costs Costs

A. Reports for which no management decision had been $2,038,460 $1,168,737
made by the commencement of the reporting period

. Reports issued during the reporting period 1,590,855 121,960

Total reports (A+B) requiring a management decision 3,629,315 1,290,697
during the reporting period

. Reports for which a management decision was made 3,170,946 989,350
during the reporting period

i. Value of disallowed costs 1,586,583 951,192

ii. Value of costs not disallowed 2,006,966 298,234

. Reports for which no management decision had been $458,369 $301,347
made by the end of the reporting period

Notes and Explanations:

In Category C, lines i and ii do not always equal the total on line C since resolution may result in values greater than the
original recommendations.

In Category C, line i contains one report that had disallowed costs identified during the resolution process.
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Table 2: Audits with Recommendations
That Funds Be Put to Better Use

Report Category Value

A. Reports for which no management decision had been made by the $18,631,904
commencement of the reporting period

. Reports issued during the reporting period

Total reports (A+B) requiring a management decision during the 18,631,904
reporting period

. Reports for which a management decision was made during the 654,904
reporting period

i. Value of recommendations agreed to by management

ii. Value of recommendations not agreed to by management 654,904

. Reports for which no management decision had been made by the $17,977,000
end of the reporting period

Notes and Explanations:

In Category C, lines i and ii do not always equal the total on line C since resolution may result in values greater than
the original recommendations.
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Appendix A. Office of Inspector General Reports

Type Number Appendix

Performance Audits 13 Al

Inspections 12 A-2

Financial Statements Audits 22 A-3

Financial Related Audits 6 A4

Total
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Appendix A-1. Performance Audits

Agency

Subject

Number

ESA

Atlanta Region Experienced Late Pay Problems for Census
2000 Employees

ATL-11640-0-0001

Accountable Property Used for the Decennial Census
Needs Improved Controls; Bankcard Program Is Well
Managed

ESD-11781-0-0001

Market Development Cooperator Program Award Process
Promotes Merit-Based Decisions, but Practices Need More
Discipline, CFDA No. 11.112

ATL-10999-0-0001

Internal Controls over Bankcard Use Are Sound

BTD-12022-0-0001

Internal Controls over ERL’s Bankcard Program Need
Improvement

DEN-11627-0-0001

NOS'’s Coastal Services Center Awards Were Not
Competitively Selected, CFDA No. 11.473

ATL-11000-0-0001

OAR’s Undersea Research Program Awards Were Not
Competitively Selected, CFDA No. 11.430

ATL-11654-0-0001

Internal Controls over Southeastern Fisheries Science
Center Bankcard Purchases Need Improvement

ATL-11860-0-0001

Internal Controls over User Fees Need Improvement

STD-11881-0-0001

Opportunities Exist to Improve the Competitive Review
Practices of OAR’s Climate and Atmospheric Research
Program, CFDA No. 11.431

STL-10949-0-0001

Additional Efforts Necessary to Strengthen Department’s
Management of Its Delinquent Debt

FSD-11882-0-0001

TA-NIST

External Reviewers Help with ATP Focused Program
Selection Process, but Key Steps in the Selection Process
Were Not Documented

STD-11113-0-0001

ATP’s Management of Intramural Research Can Be
Strengthened
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Appendix A-2. Inspections

Agency

Subject

Number

BXA

BXA's Year 2000 Preparations Are Effective, but
Additional Risk Mitigation Is Needed

OSE-12551

Improvements Are Needed in Programs Designed to
Protect Against the Transfer of Sensitive Technologies to
Countries of Concern

IPE-12454

Year 2000 Preparations Were Effective, but Business
Continuity and Contingency Planning Needed
Improvement

OSE-12200

PAMS/ADAMS Should Provide Adequate Support for the
Decennial Census, but Software Practices Need
Improvement

OSE-11684

ITA Y2K Risk of Interrupted Operations Is Low, But Some
Improvements Needed in Day One Planning

OSE-12550

US&FCS Hong Kong Is a Strong Operation with Minor
Management Issues

IPE-11330

US&FCS Vietnam Is Fully Operational, but Some Areas
Need Improvement

IPE-11798

US&FCS France: Leadership in Post Management and
Administrative Matters Needs to Be Reestablished

IPE-12428

NWS Y2K Risks Are Low and Agency Is Well Prepared

OSE-12313

There Are Lessons to Be Learned from the October 1999
Fire and PCB Accident in the Herbert C. Hoover Building

IPE-12453

Year 2000 Business Continuity and Contingency Plan Is
Comprehensive, but Additional Risk Mitigation Is Needed

OSE-11693(2)

NIST Needs to Reevaluate Plans to Support Its Ballistics
Testing Program

IPE-11923
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Appendix A-3. Financial Statements Audits

Revenue Accounting and Management System

Agency Subject Number Date
BXA Financial Statements for FY 1999 FSD-11883-0-0001 03/00
EDA Financial Statements for FY 1999 FSD-11885-0-0001 03/00
ESA Census Bureau’ s Financial Statements for FY 1999 FSD-11884-0-0001 03/00

Improvements Needed in the General Controls Associated with FSD-11884-0-0002 03/00
Census Bureau Financial Management Systems
Economics and Statistics Administration and Bureau of Economic FSD-11886-0-0001 03/00
Analysis’'s Combined Financial Statements for FY 1999
ITA Financial Statements for FY 1999 FSD-11887-0-0001 03/00
MBDA Financial Statements for FY 1999 FSD-11888-0-0001 03/00
NOAA Financial Statements for FY 1999 FSD-11890-0-0001 03/00
Improvements Needed in the General Controls Associated with FSD-11890-0-0002 03/00
NOAA's Financial Management Systems
NTIA Financial Statements for FY 1999 FSD-11891-0-0001 03/00
o/s Improvements Needed in the General Controls at the Commerce FSD-11846-0-0001 02/00
Administrative Management System Support Center
Department of Commerce’s FY 1999 Consolidated Financial FSD-11911-0-0001 02/00
Statements
Improvements Needed in the General Controls Associated with FSD-12196-0-0001 02/00
the Office of Computer Services/Financial Accounting and
Reporting System
General Administration’s Working Capital Fund and Salaries and FSD-11895-0-0001 03/00
Expense Fund Financial Statements for FY 1999
FY 1999 Federal Agencies’ Centralized Trial-Balance System FSD-11911-0-0002 03/00
Data Verification Agreed-Upon Procedures
PTO Financial Statements for FY 1999 FSD-11893-0-0001 03/00
Follow-up Review of the General Controls Associated with the FSD-11893-0-0002 02/00
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Appendix A-3. Financial Statements Audits—Continued

Agency Subject Number

TA NIST’s Financial Statements for FY 1999 FSD-11889-0-0001

Improvements Needed in the General Controls Associated with FSD-11889-0-0002
NIST’s Financial Management Systems

NTIS’s Financial Statements for FY 1999 FSD-11892-0-0001

Improvements Needed in the General Controls Associated with FSD-11892-0-0002
NTIS’s Financial Management Systems

TA'’s Financial Statements for FY 1999 FSD-11894-0-0001

Appendix A-4. Financial Related Audits

Questioned | Unsupported
Agency Auditee Number Costs Costs

EDA Castle Joint Powers Agency, CA STL-12659-0-0001

Quality Control Review of Daniel ATL-12073-0-0001
Dennis & Company, LLP, for the Audit
of the New England Trade Adjustment
Assistance Center

Quality Control Review of Bollenback & | ATL-11936-0-0001
Forret, P.A., for the Audit of the Gulf
and South Atlantic Fisheries
Development Foundation, Inc.

Northern Arapaho Tribe, Wind River DEN-10736-0-0001 $63,303
Reservation, WY

TA-NIST | Quality Control Review of Mackie, Reid | DEN-12072-0-0001
& Company, P.A., for the Audit of
Industry Network Corporation

West Virginia Manufacturing Extension | DEN-12499-0-0001 03/00
Partnership

Note: The questioned costs and unsupported costs include only the federal share of the total questioned and unsupported costs cited in the reports.
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Appendix B. Processed Reports

The Office of Inspector General reviewed and accepted 181 financial-related audit reports prepared by independent
public accountants and local, state, and other federal auditors. The reports processed with questioned costs,
recommendations that funds be put to better use, and/or nonfinancial recommendations are listed in Appendix B-1.

Agency Audits
Economic Development Administration 68
International Trade Administration 1
Minority Business Development Agency 2
National Institute of Standards and Technology 49 *
National Oceanic and Atmospheric Administration 10
National Telecommunications and Information Administration 8
Multi-Agency 17
Agency Not Identified 26
Total 181

* Includes 40 ATP program-specific audits.
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Appendix B-1. Processed Financial Related Audits

Agency

Auditee

Number

Date

Questioned
Costs

Unsupported
Costs

EDA

City of Charleston, SC

ATL-9999-0-0123

01/00

$1,368,873

Mercer County, MO

ATL-9999-0-0160

01/00

8,476

World Trade Association of Florida, Inc.

ATL-9999-0-0228

03/00

10,597

Montachusett Regional Planning
Commission, MA

ATL-9999-0-0230

03/00

26,122

Garment Industry Development
Corporation, NY

ATL-9999-0-0118

02/00

12,266

12,266

State of Alaska

ATL-9999-0-0101

01/00

6,266

6,266

Mount Washington Observatory, NH

ATL-9999-0-0224

03/00

42,302

42,302

TA-NIST

Hudson Valley Technology
Development Center, NY

ATL-9999-0-0119

02/00

52,650

52,650

Note: The questioned costs and unsupported costs include only the federal share of the total questioned and unsupported costs cited in the reports.

e
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Definitions of Types of OIG Reviews
and Financial Statements Audit Terms

(

Audits

Performance Audits — These auditslook at the
efficiency, effectiveness, and economy of the
Department’ s programs, activities, and information
technology systems. They may check aunit’s
compliancewith lawsand regulations, and eval uate
itssuccessin achieving program objectives.

Financial Related Audits — These auditsreview
the Department’ s contracts, grants, cooperative
agreements, loans, and loan guaranties. They assess
compliance with laws, regulations, and award terms;
adequacy of accounting systemsand internal con-
trols; allowance of costs; and the degreeto which a
project achieved theintended resullts.

Financial Statements Audits — The CFO Act, as
amended by Government Management Reform Act,
requiresfederal agenciesto prepare annual financial
statements and to subject them to audit. The OIG is
responsi blefor conducting these audits and reporting
the resultsto the Secretary.

OIG Reviews

Inspections

Operational Inspections — These are reviews of
an activity, unit, or office, or acontractor or
organization that receivesfundsfrom the
Department. They focus on an organization, not a
whole program, and are designed to give agency
managerstimely information about operations,
including current and foreseeabl e problems.

Program Evaluations — Thesearein-depth
reviews of specific management issues, policies, or
programs.

Systems Evaluations — These are reviews of
system devel opment, acquisitions, operations, and
policy in order toimprove efficiency and
effectiveness. They focus on Department-wide
computer systems and other technol ogies and
addressall project phases, including business
process reengineering, system definition, system
devel opment, deployment, operations, and

mai ntenance.

Overview — Thisrequired component of financial
statementsisto provide aclear, concise description
of the entity’ sprograms, activities, and results. It
containsthe entity’ s performance measures and
serves as alink between the statements and the
requirements of GPRA.

Trend Analysis — Thisanalysisof performance
datafrom multiple years allows conclusionsto be
drawn about an entity’ s progressover timein
improvingitsresults. Tofacilitatethisanalysis, the
entity should present datafrom several prior years,
projected datafor thefollowing year, and a
comparison of actual versustargeted performance.

-

Financial Statements Audit Terms

Ungqualified Opinion — The financial statements
present fairly, inall material aspects, the entity’s
financial position and results of operations.

Qualified Opinion — Except for the effects of the
matter(s) to which the qualification relates, the
financial statementspresent fairly, inall material
respects, theentity’ sfinancial position and results of
operations.

Adverse Opinion — Thefinancial statementsdo
not present fairly the entity’ sfinancial position or
resultsof operations.

Disclaimer of Opinion — The auditor does not
express an opinion on thefinancial statements.
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Glossary of Abbreviations

N © TSSO Automation of Field Operations and Services
) I TSSO Advanced Technology Program
AWIPS ...ttt et sttt Advanced Weather Interactive Processing System
[T O O TSSO business continuity and contingency plan
BB A bbb e Ao bR £ b e R £ £ b e Rt ne £ b e b et A AR et ee b b e Rt ne b b e Rt e bane Bureau of Economic Analysis
B X A bbb bR £ £ bR £ b b £ b b et A b b et eE b e b e Rt ee bt e Rt ne e bene e e Bureau of Export Administration
CAIMS bbb bbb bbb et Commerce Administrative Management System
CFIUS Lttt bbb b bbb Committee on Foreign Investment in the United States
GO et b bR b bR R bR R R R R R R R R R R R R R e R R R R R e R e R e R e R e R e b eReReReReRe b e bR Rebererenan Chief Financial Officer
DICIA bbb b b bbb et bbbt et n et Debt Collection Improvement Act of 1996
ED A b bbb R A bbb bt e bbbttt nens Economic Development Administration
B A e Economics and Statistics Administration
FARS .t e b bbb bbb Financial Accounting and Reporting System
L T ST Financial Management Service
L7 O TSP General Accounting Office
GPRA bbb R bR bbb bbb bbb bbb rerena Government Performance and Results Act
GO ittt E R bR R R bR R R R R R R R R R R bR e R R e R R e bR e R e R e R e R e R e R e bbb bbb rerena General Services Administration
GWWAC ettt e bbbt £ b se bkt e £ £ b e Rt e A b e R et e e b et ee b b e Rt ettt ene e e government-wide agency contract
ICASS .. bbb b International Cooperative Administrative Support Service
LG ettt bbb e b et e £ b SRt £ £ R e R e £ £ e b e R e e A A e R e e AE b eR e e eE A eb e At eE b e b e Rt eE A b e Rt ae b b e R e e b eRe e et ene Inspector General
TSSOSO independent public accounting
LT A e bbb bR R bR R R R R R R R R R R R R R R R R bR R bbb R e bR e bR R bR b ereres International Trade Administration
JFIMITP et bbb Joint Financial Management Improvement Program
LCO ettt E R local census office
IMIBDA ..ttt bbbt bbbt £ b e A bR E bRt bbbt bene s Minority Business Development Agency
IMIDICP .ttt bbbt e bbbt s bbb e bbb et Market Development Cooperator Program
LN OSSO National Institute of Standards and Technology
NIMIFS ettt National Marine Fisheries Service
NOAA bbbt b bbbt bbb b ne s National Oceanic and Atmospheric Administration
INOS .ttt National Ocean Service
NTIA e National Telecommunications and Information Administration
LI LI T TP National Technical Information Service
NWVS ettt National Wesather Service
(O o ST Office of Oceanic and Atmospheric Research
L [ TSSOSO Office of Inspector Genera
OFPE ...t b bbb R R bR bR bR bbb bR bbb bbb renena Office of Initial Patent Examination
OMB et h bbb e ARt e A bRt e b b e Rt ee A b et e b e R et ne Office of Management and Budget
PADE ..ottt PAMSADAMS Data Entry
PAMSTADAMS ..ottt bbb Pre-Appointment Management System/Automated
Decennia Administrative Management System

=T TSRO performance-based organization
PCBSS .ttt b b h e e A b A b e Rt eE £ b e Rt £ A b SR e e e b e b et e b e b et se b b e ne e b bene e e polychlorinated biphenyls
PTO Rt Patent and Trademark Office
L TSSO regional census center
SCO ittt E bR R R R R R bR R R R R R R R R R R R R R R e R R R R R R e R R e R e b e R e R e b e R R e b ebeRerererenas Senior Commercial Officer
A ettt bbbt e bR £ b e R £ bR et A A b et eE £ e b e Rt eE A b e R e e A b e Re e e b e b et ne b b e ne ettt nens Technology Administration
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